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fn d M IsThegretical and practical aspects for creating modern informatiooccamehunication
systems

GEOINFORMATION TECHNOLOGIES FOR IMPROVING MUNICIPAL
GOVERNANCE AND URBAN DEVELOPMENT: ANALYSIS AND PROSPECTS

Konovalenko S., Krasenko A., Sezonchyk SBilous I., TrunovaE.
Chernihiv Polytechnic National Universjt€hernihiy Ukraine

Abstract. The article examines the importance of using geoinformation technologies for improving
municipal management and urban development. The purpose of the study is to develop an interactive, easily
scalable system that optimizes control over the conditiorrlzdruinfrastructure facilities. The object is
interactive municipal geographic information system. The subject are advanced tools and approaches for
optimizing spatial data in the context of municipal management. The proposed technology emphasizes the
bendits of a multithreaded approach, potentially involving technologies such as NoSQL and PostGIS for
efficient data management. Special attention is paid to the need to comply with the established standards of
spatial database management. The proposal iesdhe use of a modern serveries architecture to optimize
the processing and publication of data for web applications. Because of modeling, a prototype of an
interactive system specially designed for monitoring the urban infrastructure of Chernihiv Imas bee
developed.

Keywords: Municipal Administration, GIS Practice, Scalable Web GIS Microservice, RESTful API,
PostGIS

Introduction. Information technologies have become an integral part of modern life,
influencing the world both positively and negatively. [Dhe of the examples of the everyday use
of information technologies is the system of monitoring the execution of planned and emergency
works in the city and monitoring the general state of the city. Today, they are widely implemented
by local authoritiesThese systems greatly simplify the management of city infrastructure and allow
prompt response to emergencies.

The introduction of a geoportal for interactive communication between the public and
municipal authorities regarding the maintenance of cifyagtructure is key to improving the
efficiency of providing relevant services. This not only contributes to the automation of processes
but also introduces modern electronic services for the registration, storage, and exchange of spatial
information. In adition, such integration provides wide access to various information resources
and public data. This increases transparency and improves the efficiency of city management.

An analysis of recent research and publications shows a significant increaseaist iint the
development of information systems and technologies in the context of local government.

The purpose of the work.The purpose of the study is to develop an interactive, easily
scalable system that optimizes control over the condition of urifeasiructure facilities. This
system is based on the use of modern and sustainable geographic information technologies,
integrating advanced tools for processing and analyzing spatial data and is designedtémniong
use.

Formulation of the problem. The disadvantages of the existing software are the lack of a
clear strategy for GIS development and implementation, as well as the limited ability to quickly
scale the system to swiftly accommodate diverse input data. Considering the prior development
experiace, current challenges, and the present needs of the municipal administration of Chernihiv,
the proposal involves the development of an innovative Municipal Geographic Information System
(IMGS). The objective of this system is to address key issuesgiisithe city's development
process, ensuring the rapid and efficient functioning of municipal authorities, and fostering better
interaction with the community. Achieving this outcome involves leveraging advanced geographic
information technologies and egrating modern tools for processing and analyzing spatial data [2].



An interactive system for monitoring the state of urban infrastructure should be simple and
userfriendly, with an uncluttered interface. Data security, cfdatform compatibility and pen
source code are mandatory requirements.

Solving the problem. Based on the conducted modeling and business analysis, a clear
strategy for the operational placement of heterogeneous and di$esdat data for the
implementation of IMGS is proposed. Maldliagrams and business process notation (BPMN) are
used to model the process.

Based on the modeling, the architecture of an interactive system for monitoring the state of
urban infrastructure was developed, as shown in Figure 1.

User Admin Utility
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enterprises
Reflection layer GUI | GUI \ GUI \
Services (API) [ OpenStreetMap ]«-----»l Server IMSfSCI J- ----- »[ Image service }1 ----- { Telegram ‘
Functionality of the web . . Image validation
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Data access layer e >
Data Static files
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Fig. 1. Architecture ofan interactivesystem for monitoring the state of urban infrastructure

The system accepts certain data from the user, processes it according to special rules, stores
it in the database, and displays it on the service's web portal. The system is immlaménte
prototypes: a chdtot and a web page.

Conclusion In the conditions of a fulscale war, the issue of the interaction of municipal
authorities with the community is becoming more and more urgent throughout Ukraine, and
especially in froine ard border settlements.

Based on the conducted modeling and business analysis, a clear strategy for the operational
placement of heterogeneous and diffeisadle data for the implementation of IMGS is proposed,
which allowed to create the first minimum vialproduct (MVP) of the municipal geoinformation
system. Its integration with modern spatial data processing and analysis tools opens up prospects
for long-term use. MVP is an important step in solving key challenges and opportunities related to
the develpment of the city of Chernihiv.

The test of the prototype shows an increase in the efficiency of the city's housing and
communal services.

The system can be modified for other cities, villages or regions both in Ukraine and abroad.
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EFFECTIVENESS OF MOBILE APPLICATION UI/UX -DESIGN ASSESSMENT USING
THE M ANN-WHITNEY -WILCOXON METHOD

Khamar I., Fechan A.
Lviv Polytechnic National University, Lviv, Ukraine

Abstract. The study is devoted to measuring the effectiveness of Flat and Material variations of the
UI/UX design of the educational mobile applicatiohthe application "Guitatune Tuner". A survey of
application users was conducted to investigate and compare the quantitative characteristics of the impact on
the user experience. Survey data were grouped and processed using tHa/itaegWilcoxon methal.

The results of the analysis are included in the article.
Keywords: UI/UX, Mann-Whitney, U test, effectiveness, design assessment, mobile application.

Introduction. In recent years, the development of mobile technologies has significantly
changed the@proach to using various applications. The topic of interface and interaction design
(UI/UX) of mobile applications has become especially relevant, since it is through it that user
convenience and satisfaction is determifigdin this regard, there isreeed for objective methods
of evaluating the effectiveness of design and its impact on user experience. One of the methods that
is gaining popularity in research on this topic is the use of statistical methods, in particular the
MannWhitney-Wilcoxon Methal.

The purpose of the work.Main purpose of the work is to measure Flat and Material UH/UX
design effectiveness of the fAiGuitatune Tune
effective using MariwWhitney-Wilcoxon method.

Formulation of the problem. UI/UX design of educational mobile application should be
consistent and allow users to achieve their goals withBatthere are many different approaches
to UI/UX and a lot of possible choices for building it. Often they are contraditdimgrds ech
other. Therefore more effective approachWdtUX design of specific applications creation should
be determined

Solving the problem. To address the problem outlined in the introduction, the study
employed a systematic approach to evaluate the w#eess of the Flat and Material UlI/UX
designs of the "Guitatune Tuner" educational application. The chosen solution involved conducting
a user survey aimed at gathering quantitative data regarding user experience with both design
variations.

The processfosolving the problem began with a thorough exploration of the subject area
related to UI/UX design effectiveness. This involved delving into existing literature, theories, and
methodologies for evaluating design impact on user experience.

Following this,the study focused on selecting an appropriate methodology for data analysis.
Given the need for objective and statistically sound results, the -Ménimey-Wilcoxon method
was chosen for its suitability in comparing two independent samples.

A carefully deggned survey was then administered to users offibeitatune Tuner
application, allowing participants to interact with both the Flat and Material design versions. The
survey questions were formulated to capture users' perceptions and preferences regarding various
aspects of the interface, thereby providing quantitatisghts into design effectiveness.

Upon completion of data collection, the obtained responses were organized and analyzed
using the ManfaVhitney-Wilcoxon method. This statistical analysis allowed for the identification
of any significant differences in usexperience between the two design variat{@hs

The results of the analysis, which are detailed in this article, provide valuable insights into the
relative effectiveness of the Flat and Material Ul/UX designs of the "Guitatune Tuner" application.
Thes findings contribute to the broader understanding of UI/UX design principles and offer
practical guidance for enhancing user experience in educational mobile applications.
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Fig. 1.Developed Guitatune Tuner GUI in Flat and Material variations
Introduction to the Wilcoxon-Mann-Whitney Test
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Fig. 2. Wicoxon-MannWhitney core analysis principles

Conclusion. The MannWhitney-Wilcoxon confirmed its ability to provide robust
comparisons between independent samples, offering statistical significance to our findings. This
scientific inquiry is vital for giding informed UI/UX design decisions, crucial in today's mobile
technology landscape. Additionally, this research highlights the potential of leveraging statistical
methods to optimize UI/UX design in educational mobile applications, offering promienges
for enhancing user experience and learning outcomes.
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CROSSDISCIPLINARY COOPERATION FOR DIGITAL RESILIENCE

Prazian M.
Mykolas Romeris Universityilnius, Lithuania

Abstract. The study analyzed how credisciplinary cooperation can ensure digital resilience. This
cooperation should deliver toolsets for government, business, and citizens. Under consideration are telecoms,
information, andccommunication technology (ICT), internet infrastructure, and data centers. The subject is
to find standards and best practices to amplify digital resilience. The system approach is the methodology
using public domain sources, secondary data, and quaitatid qualitative observations. The author
considers (i) specific key performance indicators (KPI) aligned with the EU Digital Compass and other
regulations, (ii) environmental, social, and governance (ESG) practice, and (iii) business continuity metrics.
Pertinent stakeholders can see holistic andejpth data on their dashboards. The key findings demonstrate
that crosalisciplinary cooperation is mandatory for a sustainable and resilient existence and has specific
methods, metrics, and organizationainfis. The central and regional government, businesses, and citizens
can cover the digital resilience gaps based on transversaldisogdinary strategies, plans, and executions.

It may have many organizational forms, particularly as a Platform. Sucheorgoperation and toolsets
allow stakeholders to reach digital resilience during jmoiges and disruptions.

Keywords: Digital Resilience, Strategy, Platform, Methods, Metrics, KPI, Dashboard, CISA, EU
Compass, Business Continuity, ICT, ISO/IEC, NIS3CE Education, Academia.

Introduction . Compound inefficiency, disasters like war, and existential climate threats may
work separately or have cascading effects to disrupt the digital resilience of critical infrastructure.
The World Economic Forum [1] cotisites conflicts, risks of costly living, and natural disasters as
the top risks for the upcoming years.

Purpose. The study analyses why and how crdsiplinary cooperation between
stakeholders, scientists, and practitioners can ensure digital resili#@e author considers
objectives, specific digital and other metrics, and organizational frameworks. The problem
definition stems from the complexity of the digital resilience task. It poses a broader concern about
the interaction between engineeringchinology, finance, and regulation to maintain digital
systems. Any toolsets for Ukraine's government, businesses, and citizens should be aligned with the
EU's regulations and include best international practices and standards. The method aims at
amplifying physical and cyber resilience. It includes reviewing various resources such as academic
research papers, industrial reports, case studies, expertise, and international and local regulatory
guidelines. The complex approach, classifications of objecttaaks, and hierarchy of metrics and
dashboards derived from the system methodology represent a scientific novelty of the work. The
approach has been developed and implemented with domestic and international partners, academia
and universities.

Main. Underconsideration are telecoms, information and communication technology (ICT),
internet infrastructure, and data centers across the entire value chain. A mismatch between the
European Union's (EU) technical resilience and sustainability regulation and giadtiimense
today. Bridging these gaps demands engaging knowledge about methods, metrics, cooperative
frameworks, legislation, technologies, and finance and activating creativity, critical thinking, and
soft skills. The Institute for Modelling in Energyngineering (Kyiv, Ukraine) and the Mykolas
Romeris University (Vilnius, Lithuania) work closely on digital resilience because international
cooperation accelerates research and development and represents one of the best options. The study
focuses on the flowing:

1. The regulatory international documents and standards across digital infrastructures
include EU Compass [2], EU Cyber, EU Resilience, The US Cybersecurity and Infrastructure
Security Agency (CISA) publishes guidance for assessing regionaltinfriase resilience for
countries with regions [3]. The 'dttom’ principles can direct engineers to prefer to use the ISO's
family standards: 27000, 31000:2018, 28000:2022, 371123:2019. NIST standards with recently
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updated NIS2 [4] sets up a range fagasurement. Based on this, engineers and practitioners can
analyze performance, measure the digital resilience KPIs and manage quantitative metrics such as
recovery objectives, uptime percentages response, fault tolerance ratios, security incident response
times and many others. For example, the MITRE Catalog presents nearly 500 representative cyber
resiliency metrics [5].

2. Sustainability disclosure For engaging investments and meeting nature disruption, the
projects and investments must meet the Elasusbility and climate protection regulations, such
as TCFD [6], GRI, environmental, social, and governance (ESG) labelling, verification, and rating
obtaining. Here are some examples of ESG KPIs: Greenhouse gas (GHG) emission (Scopes 1,2,3),
energy effieency, water consumption, waste and material management, land, and biodiversity; S
employee health and safety, diversity and inclusion, corporate social responsibility (CB8&3rd&
composition, compliance, risk management and audit.

3. Business continity . In times of disruption and war, the 1ISO 22301:2021 and 22301:2019
[7] "The business continuity management' (BCM) can help regarding disruption, reputation, risk
management, and engagement. Benefits to stakeholders come from BCM KPIs such as heducing t
frequency and impacts of disruptions, shifting from 'business as usual', supply chain improvement,
digital robustness enhancement to deduct insurance premiums, and ensuring risk awareness and
employee engagement.

4. DashboardsAs the pertinent stakelters (government, businesses, and citizens) need to
see holistic and hdepth data on their dashboards to monitor, measure, and manage digital
sustainability and resilience, the author recommends the work [8] for segmenting the dashboards
into 1) the Pedrmance Zone is home to the regular operations, with critical metrics being bookings
and revenues; 2) the Productivity Zone is home to all cost related and critical metrics such as
efficiency, effectiveness, and regulatory compliance; 3) the Incubatios, iome and ecosystem
to research and development, disruptive innovation with metrics similar teuptard) the
Transformational Zone to make a change, prioritization, supervising where all three segments above
can be combined.

5. Framework. According b EU Taxonomy Article 20[9], the Platform of Sustainability
incorporates the Task Force and Working Groups; experts could find cohesive solutions to enhance
sustainability in the multidisciplinary framework and opt for ldegm values. Stakeholders from
private and public sectors adjust charters to meet individual needs. They want to understand
projects’ operational existence and plans via the lens of bankability. Balancing digital resilience and
operational efficiency must include business continuity modfinancial factors such as ESG
externalities. The advisory process has many forms [10]; each has something in common:
decisionmaking, creative solutions, coordination, and information sharing. Because success
depends on ability and diversity, the US eaher [11] recommends that mutibdelling
platforms look through many windows. Atrtificial intelligence (Al), ethics, sociology, education,
and even philosophy soft skills with creativity and critical thinking have become a norm for the
Platforms to deMep digital resilience solutions.

Conclusions.Crossdisciplinary cooperation is necessary to ensure digital resilience because
digital resilience is linked intrinsically with regulations, engineering, and finance. Sustainability
disclosure, including nefinancial externalities across environmental, social, and governance axes,
became mandatory. To align with EU regulations and best international practices, stakeholders must
cover gaps across digital infrastructure and supply chains. Literature reviewshananethods
confirm that digital resilience gaps can be covered based ondisggslinary advisory processes,
which may have many forms. Any platform should embrace physical and cyber regulations
regarding digital resilience, sustainability, businesstinuity, dashboards poised for growth,
disruption, innovation, and operational management. The platforms give a floor and resources for
experts with different backgrounds to support digital resilience, whatever happens.
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MESSAGE PASSING SYSTEMS IN MODERN APPLICATIONS AND THEIR ROLE IN
ADAPTIVE LOGGING METHOD

Suprunenko 1.
Cherkasy State Technological UniversiBherkasy, Ukraine

Abstract. The aim of the investigation is to compare several available message passing solutions. The
objective of this study is to pick the most suitable solution for a variety of applications and platforms that
might implement adaptive logging method €ldbject is an adaptive logging method. The subject is a change
propagation mechanism needed to alter codfrfowngur at i
solutions for message passing and as a result picked one of those that should be thpropr&ita for
adaptive logging method.

Keywords: Adaptive logging, observability, message passing mechanism, debugging.

Introduction . Message passing systems play an essential role in modern applications: from
managing inter process communication agdchronization to propagation of updates and events
that happened in a system. This is one of the most efficient communication methods that improves
the overall responsiveness of a system and allows it to process change at a very high rate. When
developiry an adaptive logging method [1] implementation, it is necessary to set up a proper
mechanism that would allow a software system to pick up configuration change fast and with
minimal negative impact. While it is possible to employ some kind of an intemgald mechanism,

a far better solution would include such software, that does the least amount of work with minimal
overhead.

The purpose of the work The study compares several popular message passing solutions
and picks one in particular that would aigatly with adaptive logging method.

Formulation of the problem. In order to be able to adapt to changed logging requirements,
adaptive logging method needs to be coupled with some sort of propagation mechanism that would
reinitiate current setup with desd logging severity and log tags. Such a module could be based on
one of the available message passing solutions.
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Solving the problem First | etds discuss what <cl asse
the most widely used mechanisms for this typesk is a message broker: a piece of software that
allows applications, services and systems to exchange information by translating messages between
interested parties in accordance with messaging protocols. RabbitMQ is one such program that
offers flexible reliable and interoperable broker implementation [2]. It can work by connecting
producers (application that sends messages) and consumers (application that will receive those)
using a queue, a special buffde data structure that accumulates and Eassessages to
consumers, in a serdirect fashion (utilizing nameless exchanges) or by using named exchanges
and allowing consumers to subscribe in a typ
create fairly decoupled software systems thatscate quite well and handle really high loads. In a
very general sense, this message broker should be able to handle tens of thousands messages pe
second.

For projects that have PostgreSQL as their database solution, it is possible to use native
Listen/Notify methods to get basic message passing capabilities [3]. It works by first connecting to

a database management system and initiating
particular channel. Then other connections, that want to pass a pi@u®rofation to some
subscriber, can simply <call ANOTI FY <channel

the provided payload (if any) to all subscribers of a given channel.

In some cases, it might also be possible to set up a simple http sokebserver in parallel
to the main program and expose a very specific endpoint that would be responsible for processing
requests related to adaptive loggingniéialization. In case of a http server it should be possible to
either make that connectiamly available using a loopback interface or add some application level
access control to prevent unauthorized clients from altering logging configurations.

If we look at this issue from a very basic, operation system level, perspective, there are some
utilities that can help us there (following capabilities will be described in terms of Linux based
systems). A simple domain socket server is capable of listening for messages on a particular
endpoint. As it is a very basic feature of an operating systeimg tlss approach for message
passing in order to propagate required changes would be much more flexible than the webserver or
entire message broker solution. Another thing that can be used is the mechanism of process signals:
there are several specificarglefined signals, such as SIGUSR1 or SIGUSR2, but also, starting
from Linux kernel 2.2, it is possible to provide a special real time signals in a range of SIGRTMIN
to SIGRTMAX and process those in accordance to our requirements. Again, this is adbw lev
construct and it is highly likely that any adaptive logging implementation would have access to
some form of process signal handling.

There are also drawbacks to some of these methods. In the case of a message broker, it might
be too much for our use & Adaptive logging method provides a very precise and exclusive form
of control over program execution and its override functionality will not be used by many users,
rather by one person with appropriate permissions. So it does not seem reasonakie to uti
technology for only a fraction of its capabilities. The solution with PostgreSQL is less demanding,
but still makes an assumption that the target software product would use this database management
system (which might not be the case for a considerpblcentage of projects). As for http or
websocket servers, those seem to be much more flexible in a way that any software solution written
in a general purpose programming language would have some implementation of at least one of
those. But the main igse is that it might add unwanted complexity and also increase an attack
surface for an app and would require extra steps for protection, such as setting up firewall or limiting
network access based on certain IP addresses (even perhaps listeningrstaofipack interface),
which might seem as a bit too much effort for a logging solution. As for process signaling or domain
socket in Linux based systems, it seems that launching socket server might be less flexible and
would limit the number of applicatis that could leverage implementing adaptive logging method.

Another big advantage of utilizing process signals is that we do not introduce any new sources
for potential errors, such as with message broker, database management system or webserver. As
long as the current process is running and healthy, we can reasonably expect it to handle special
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signals correctly. There is no need to think about unclosed connections, hanging listeners or port
management. We do, however, lose the ability to pass payloadsthis method (other options
allowed to pass arbitrary data in form of messages to a broker, PostgreSQL channel, web server or
domain socket). But that should not be a major issue as the initialization step of the adaptive logging
method setup would rege passing configuration somehow without using any message passing
solution. And the main focus here is not on data transfer, but rather on effective and efficient change
propagation.

Conclusion To allow efficient message passing in adaptive logging eddthplementations
the most suitable option seems to be to use process signals and leverage either custom user signals
or realtime variations of those. This solution requires the least amount of effort to set up (as it is
an inherent feature of processbd computations), does not introduce new attack vectors (such as
network based vulnerabilities) and is tightly coupled to an application being observed. Basically
any general purpose programming language should allow this type of message passinditalbe app
making it very flexible and suitable for a variety of software products.
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THE INFLUENCE OF IT TECHNOLOGIES ON THE INTEGRATION OF
RENEWABLE ENERGY SOURCES IN THE ENERGY SYSTEM OF UKRAINE

Strokan D., Semko I.
Cherkasy State Technological University, Cherkasy, Ukraine

Abstract. The purpose of the study is to analyze the impact of information technologies on the process
of integration of renewable energy sources into the energy system of Ukraine. Various aspects are
considered, such as forecasting electricity production usir®y Bfgimization of energy distribution taking
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into account consumption peaks, use of energy storage management systems to ensure efficient use of
energy, and monitoring of the operation of RES equipment to ensure its efficiency and safety. The integration
of RES with modern communication networks and its role in maintaining the stability of the energy system
is also considered.

Keywords: energy efficiency, stability of the energy system, optimization of energy distribution,
digital transformation of thenergy system.
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THE METHOD OF DETECTING DEADLOCKS IN MODELS OF SOFTWARE
SYSTEMS

Suprunenko [ . QnyshchenkoB., GrebenovychJ.
The Bohda Khmelnytsky National University of Cherkasy, Cherkasy, Ukraine

Abstract. The purpose of the work is to determine the method for investigation of software systems
models with parallelism for detection of potential deadlocks on examples of typical causes of deadlock
situations. The focus of the paper is to identify a basiofdgpical models that reflects potential deadlocks,
to describe their features for improving the efficiency of analysis models of software systems, to describe
the options for identifying deficiencies in the analyzed models. The object of researcivesesafistems
models based on Petri nets; the subject of research are deadlocks and features for their occurrence. Researct
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methods: componerriented modelling, Petri nets, a combined approach to software simulation modelling
with parallelism. The resultsf research of the potential deadlocks occurrence in software systems present a
method for detecting deadlocks in the-RMdel invariant analysis, which increases the efficiency of the
analytical component of the combined approach to simulation modeflisgftware with parallelism.

Keywords: Petri nets, model of software system, potential deadlocks, method of detecting deadlock,
invariant analysis of the Rkhodel.
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NEURAL NETWORK SYSTEM FOR SELECTION OF TABLE TENNIS EQUIPMENT
WITH ELEMENTS OF CRYPTO PRO TECTION

I STinHr =

Tazetdinov V., Sysoienko S., Tazetdinov O.
Cherkasy State Technological University, Cherkasy, Ukraine

Abstract. The purpose of the research is to create a system for selecting table tennis equipment. Such
a system would help players and coachesetect the optimal combination of rubbers and blade and contain
elements of cryptgrotection to ensure the security of personal data. To organize the cryptoprotection of the
neural network system, an improved method of increasing the speed of impkssneritéthe group matrix
cryptotransformation is used. The use of this method made it possible to reduce the mathematical complexity
and time of the cryptographic transformation due to the reduction of the complexity of construction and the
use of the invise transformation.

Keywords: neural network system, crypto protection, table tennis, inventory.
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COMPLEX ASSESSMENT OF FAILURES AND RI SKS OF THE "DRIVER -VEHICLE -
ENVIRONMENT" INFORMATIVE SYSTEM

Tkach V.3, LytovchenkoV.?, Pidhornyy M.3, Barvinok R.?, Lanskykh Y.3
1George Mason Universityirginia, USA
’State Scientific Research Institute of Armament and Military Equipment Testing and
Certification (SSRAME TC), Cherkasy, Ukraine
3Cherkasy State Technological University (ChSTU), Cherkasy, Ukraine

Abstract. The article presents the results of a comprehensive evaluation of the objects of the
informativesystem'driver-vehicleenvironment” (Oi V i E). Each component of this system functions as
a specific separate system, while being formed on individual subsystems, with their specific purposes and
functions. Each component has its own form of failure in funatipn But combining into one system
causes the formation of a new type of failure of components. Therefore, it is necessary to identify the causes
of failures of the newly formed system and assess the level of impact on the system. The assessment was
cariied out by comparing the results of a survey of a group of respondents and the conclusions of experts in
the automotive industry. The publication considers a comprehensive approach to the analysis of the causes
and effects of failures (Failure Mode anddeffs Analysis (FMEA)) of D V i E using Ishikawa diagrams.

Keywords: risk assessment, system failures, analysis methods, expert assessment, FMEA, Ishikawa
diagrams.
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TACTILE INTERACTION OF FLAT BRAILLE DISPLAYS

Adhami H.%, Murr P .1, Honcharov A2, Mogilei S3
linternational University of Science and TechnolagiKuwait, Ardhya, Kuwait
2Cherkasy State Technological University, Cherkasy, Ukraine
Rauf Ablyazov East European University, Cherkasy, Ukraine

Abstract. According to the Disability Equality Act (BGG), peoplth disabilities shouldn't face
disadvantagesAn equal and independent participation in the modern information and communication
society also requires the unrestricted Access to digital content and applications. However, the visual
alignmentgrodphiocdaaly 6bsser i nterfaces can be O consi
people. To overcome this, the development of suitable tools and interaction techniques for the use of
computers is essential.

Keywords: Tactile interaction, Haptics, RI8raille, Kinesthetic, Exoskeleton.

Introduction. For the interaction between humans and computers, not only their respective
properties and requirements are important, but also the context in which the interaction takes place.
In addition to the application environment, the Association for Computing Machinery (ACM) [1]
includes an overview of humaomputer interaction [1JAccordingly, the development process of
interactive systems must consider suitable design approachedagtdt@n options based on the
context as well as suitable evaluation techniques to ensure usable implementations.

The purpose of theworkThe wor k aims to check the exte
enables blind people to use graphical user inteda(GUIs) effectively and efficiently.
Conventional screen readers allow working with GUIs via speech synthesis, but there are numerous
applications with @eedmorthangustaepsad outputoto funetiomyi t h at
addition to acces® the GUIs itself and reading.

Formulation of the problem. Blind people have been using-called screen readers [2] for
more than 25 years to interact with graphical user interfaces. These are used to prepare interaction

elements and other screencotten i n O textual representation t
tactile via Braille display. Due to the serial output of text and language, spatial relationships and
graphic information can only be coaphiesxcanthe t o C

© useful addi t i econsumimgand costly ta ceeakaurtharnaote | ngt ontly ia neav
tactile graphic must be made for every modification, but dynamic displays are also difficult to
communicate.

Solving the problem.Texts are an important aspect, especially when working with graphics.
Consistent organization of the contents is he
this purpose, © new type of tacti lhedvidesthel ow s
output into several disjoint areas, but also supports various tactile display types.

To systematize the design and evaluation of such tactile user interfaces and the user
interactions that take place in them, the development of taxonomyechelpful. The aspects of
humanc o mput er i nteraction defined by the o¢CM f
determining O c or rBecaugeohthlsi insghecdssasyitognolude rpoaedhan just
the interaction itselfbut also the mperties of the user and the device, and to take the application
context and the development process into accountri3his paper, the remainder is primarily
addressed by closely examining the evolution phase.

The work is divided into two parts,onewfhi ch i s devoted to O cl o¢
(blind people), the target device (tactile pin board) and the target system (tactile window system).
The taxonomy of tactile interaction is also being developed to systematize the corresponding design
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space. In the latter part, the knowledge from the first part is applied, to evaluate various aspects of
the tactile interaction on the pen plate.
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Fig. 1. Aspects of humacomputer interaction

Conclusion. Blind people have numerous tools at traéigsposal for equal and independent
participation in the modern digitized world. Conventional screen readers and Braille lines allow

efficient access to the textual content of O
visually, tactile gaphics are often used. Due to the analog nature of these materials, their
di stribution and modification are wuswually ver

suitable solution for this, since they also enable blind people to have interactiess to graphic
representations. The novelty of the present work resides, on the one hand, in the development of
taxonomy for tactile interaction, and, on the other hand, in the concrete recommendations for the
implementation of user interfaces on fatille displays. The taxonomy can support developers in

the systematic design and evolution of tactile user interfaces. Also, the present work can help to
develop effective and efficient tactile user interfaces for graphacéle displays.
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DYNAMIC FRACTAL CLUSTER MODEL OF INFORMATIONAL SPACE
TECHNOLOGICAL PROCESS OF POWER STATION

Budanov P.,0Oliinyk Yu., Cherniuk A., Brovko K.
Ukrainian Engineering Pedagogics Acadeikiarkiv, Ukraine

Abstract. Examined variables affecting theliability of informational signals, leading to distortion
in the quantity of information regarding emergency indicators of technological parameters in power
equipment. Suggested employing fraathister theory to describe random informational signalsatiag
from standard process parameters in power unit operations. Noted variations in the informational phase space
volume, characterized by the informational fractal dimension, typically expressed in decimals. This
observation pertains to random inforinatsignals exhibiting accidental traits, correlating with fluctuations
in information quality within the information space. Derived analytical expressions enable the correlation
between the enhancement of information quality in random signal indicatdrsctzanges in the
informational dimension of the fractal signal concerning space coordinates aticheedhta.

Keywords: Information processing process, fractal cluster model, emergency signs, reliability criteria.

Introduction . The primary function of @wer systems lies in their structure as dynamic
systems governed by deterministic laws, giving rise to discrete or contitiomausystems often
accompanied by chaotic phenomena. Despite being deterministic, these systems exhibit random
nonlinear behaviomodeled by nonlinear differential equations. The literature discusses control
methods for chaotic systems based on models like Chua, Lorenz, and Ressler. However, existing
methods fail to consider the heterogeneous properties of unstable structurgghaitiiccchaos in
space and time, potentially leading to information loss on faults and accidents. The synergistic
approach with elements of fractalster theory highlights discrepancies in system functions and
tasks, necessitating a developed mathemadmaédratus for accurate data processing.

The purpose of the work Was developed methods of fractal detection of emergency
indications in the process data area on the basis of the study of loss of energy of chaotic random
signals using elements of fractatluster theory.

Formulation of the problem. The problem lies in the incapability of existing methods for
managing dynamic chaos in power systems to consider the heterogeneous properties of unstable
structures with dynamic chaos in space and time. Thisresayt in loss of information about faults
and accidents, limiting the system's ability to adequately respond to emergency situations.

Solving the problem The development of the cluster and dynamic fractal cluster model
aimed to enhance the reliability mformation Management Systems (IMS) within power station
Automated Process Control Systems (APCS) by leveraging ficuattér theory. It was observed
that as random informational signals traverse the information space, the volume's fullness changes,
influenced by the energy and power of the fractal signal (Fig.1).

The most relevant fractal dimension, encompassing dimensions like correlation artd-point
point, characterizes the information space's fullness, with the information fractal dimension
represented as a decimal indicating how the space is filled by in form or time series. Additionally,
the changing amount of information in the memory volume of IMS was found to be connected to
the fluctuation of random information signals through the informaggace. It was observed that
an increase in information occurs as random signals pass through the IMS information space,
forming local information diversity resembling a strange attractor. This suggests that emergency
signs exist in random information sigs traversing the informational space, with the information
fractal dimension changing accordingly. Considering this, harmonizing the information fractal
dimension of random signals with known parameters improves the quality of information of known
paraneters. The research also explored new analytical dependencies for dynamutinspace
models through the cluster model, allowing for a connection between information about emergency
signs and variations in technological parameters. The practical resaltsealbllow for the timely
identification of incorrect information, enabling a prompt response to emergency indicators or a
reduction in the occurrence of spam and failures, thus increasing the reliability criteria of IMS
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within power station APCS. It issseential to note that specific assumptions and restrictions were
introduced during the development of the dynamic fractal cluster model for the structure of the
information space within the power station's IMS. The technological process, depicted asia dyna
system in the information space, is characterized by randomness, chaos, instabilityeards,

and autonomy in a thredimensional phase space.
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Fig. 1.Graphical representation of the form of clustkrster aggregation(®) in process of
a random information signal encountering obstacles@h); | volume the cluster of

aggregations with normalized signal values about the parameters of technological process;
Q. .| volume ofclustercluster aggregationsith emergency signs

Dynamic variables such as space coordinates and time characterize the time it takes for
parameters to return to normalized values since the technological cycle. This comprehensive
approach addresses themplex nature of power station operations, contributing to improved
system reliability and a timely response to emergencies.

Conclusion A technique for identifying emergency indicators during deviations from
standard process parameters has been suggested. This method involves evaluating the fractal
characteristics of the phase data space volume as random data signals, exhibitingniitdbiveua
and qualitative changes in fractal and information dimensions, traverse through it. Additionally, it
has been demonstrated that alterations in the volume of data space in random chaotic systems
correspond to changes in signal energy within tbate. The potential loss of energy is linked to
variations in dimensions within fractal structures of clustaster aggregations in three
dimensional phase space.
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Abstract. The problem of contamination of neaarth space with "space debris" emerged as a purely
theoretical one practically after the launch of the first artificial Earth satellites in the late 1950s. The increase
in the proportion of small and mediusized spacdebris leads to a decrease in the transparency of the near
Earth region, disrupting the balance of Earth's light and heat exchange. Fuel components, including heptyl,
that reach the surface are potent carcinogens. At present, a number of models hdeedbepad to assess
the state and forecast the contamination of-iath space. It should be noted that all these models predict
exponential growth of defunct objects in the future.

Keywords: space debris, active space object, statistical methods, ingpdel

Introduction. Currently, there are no measurement tools for monitoring small elements of
space debris. The goal of the work is to improve the probab#itttcstical approach for assessing
potential collisions of active spacecraft with small spdneas. In this context, information
technologies play a crucial role in ensuring the safety of space missions and managing space by
calculating collision probabilities and developing appropriate risk management strategies.

The purpose of the work.In thiswork, we propose a method for calculating the probability
of potential collisions between space objects as they pass throughdbjebtted formations of
space debris.

Formulation of the problem. Currently, several models have been developed to afsess
state and forecast the cluttering of nEarth space. It should be noted that the application of some
models yields contradictory results due to the probabilistic nature of the collected data. Tracking
and evaluating small fragments of space delaimsanly be achieved through the use of statistical
methods.

Solving the problem.As of August 10, 2023, according to data from the European Space
Agency (ESA) [1], there are 32,690 cataloged and regularly tracked objects of space debris with a
total mass bover 10,900 tons on all ne&arth orbits. The issue of space debris is discussed within
the framework of the Committee on Space Research (COSPAR), the International Academy of
Astronautics (IAA), the International Astronautical Federation (IAF), thert@tional Institute of
Space Law (IISL), as well as the Association of International Law and other international forums.

For large and noticeable objects of space debris, methods for their removal from orbits around
the Earth are being developed and inweich Some of these methods have already been successfully
tested, such as the method using an electrostatic field, laser ablation method [2], as well as the
method using harpoons and nets for capturing and removing objects. Authors [3] presented
technical developments of the groutithsed radar SSM, which potentially can detect some
relatively small debris fragments. Technology for space debris removal called ADR is described in
[4], which allows restraining its exponential growth through collisions andigiady its quantity
at an acceptable level. However, as noted by the authors, this technology requires further
refinement.

We consider that during the disk's motion through a cloud of space debris fragments, a certain
volume V is formed, which changes ovine, i.e® 0 . In this case, the trajectory of the disk's
motionw 0 throught the volume can be e[pressedvas™Yo . If the trajectory’ YO of the disk is
such that the disk passed throught point A at timegtand throught point D at time t & than

W o mand w 0 ® ,

wherew is the total dynamic volume formed by tlisk's motion along the trajectory S(t)
from point A(K) to point B(F).

27



We assume that the fragments of space debris in thd blve a uniform density, and at any
given moment, two volumeg(t) are equal to each other, i.e.,
® woho wbo,
0 ; 0 N 6 N h
wherer @ oM p N,
Under the conditiothat the volume remains constant over time, we have:

5 74 5

0 y 6 — — 0 i

The probability of a disk colliding with n fragments of space debris during a time inferval
is determined as follows:

00 O h ok i ,

0 6 mfor'@ m' 0 0 p forthe initial stateO.

Assuming that the time interv0© 1, and the process of random collisions with space
debris objects is a Poisson process. Thus, the probability of a disk colliding with fragments of space
debris during a shotime interval has the following form:

Yoo L Yoo p oo oo
S U = — Yoh Yo0© &8
wo Yo O

0

The process of random collisions of particles with a moving object can be represented as
follows:

~ v ~

06 Yo 0 0woY0 0 op »oYo ¢Yoh

wterew 0 0 7 —_
The number of collisions within a time interval

© 6 0voQb

wtere0 the area of the disk
Obtain the probability

0o —0—= Qand—.
Conclusion.Thus, the distribution laws have been determined and the probability of collision
between space debris fragments and an active space object has been found. The presented
calculations will allow minimizing collision®f active objects with small debris elements and

preventing the occurrence of a cascade effect.
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Abstract. Detecting anomalies is valuable for preventing system failures and enhancing automated
system efficiency. Employing vi@aus sensors within automated systems makes it possible to gather data
about specific system parameters, enablingtieed monitoring. However, visualizing system indicators
and analyzing them visually is not efficient, leading to unnecessary humarrceesmnsumption.
Alternatively, setting sensor threshold values allows the system to alert if any parameter surpasses them. Yet,
this approach isn't foolproof; abnormal readings within these limits may go unnoticed or changes in sensor
range might generateumerous false alertdnomaly detection in time series data is critical in identifying
unexpected events, irregular patterns, and deviations from normal behaviour. This research explores various
methodologies for detecting time series data anomalieshasiging classical statistical approaches and
modern machirndearning techniques.

Keywords: Anomaly, Recurrent Neural Networks, Anomaly Detection, Time Series.

Introduction and problem statement In the digital transformation era, many industries use
automated control systems, which often experience anomalies in their operation. Detecting
anomalies is valuable for preventing system failures and enhancing automated system efficiency.
Employing varous sensors within automated systems makes it possible to gather data about specific
system parameters, enabling reale monitoring. However, visualizing system indicators and
analyzing them visually is not efficient, leading to unnecessary human rescomsumption.
Alternatively, setting sensor threshold values allows the system to alert if any parameter surpasses
them. Yet, this approach isn't foolproof; abnormal readings within these limits may go unnoticed or
changes in sensor range might generatmerous false alert®\nomaly detection in time series
data is critical in identifying unexpected events, irregular patterns, and deviations from normal
behaviouf1; 2].

Work goal. This research explores various methodologies for detecting time det&s
anomalies, emphasizing classical statistical approaches and modern rheaimimg techniques.

Results.An anomaly is an observation or data point significantly deviating from a dataset's
expected or normal behaviour. Anomalies are often unexpectethee and can indicate unusual
patterns, errors, or potential issues. Detecting anomalies is crucial in various domains, including
finance, cybersecurity, healthcare, and industrial processes. Effective anomaly detection helps
improve decisiormaking andsystem reliability. The following types of anomalies can be defined:
anomalies can be categorized as point anomalies (single data points), contextual anomalies (context
dependent deviations), and collective anomalies (groups of related data points).

PointAnomalies: refer to individual data points that significantly deviate from the expected
behavior. An example of this type can be:

1. Credit card fraud: a single transaction with an unusually large amount compared to the

user6s typical spending pattern.

2. Sen®rreadingsasudden spike in temperature readings from a temperature sensor due to

a malfunction.

3. Stockmarket:an extreme stock price movement (e.g., flash crash) that stands out from the

regular fluctuations.

Contextual anomalies depend on the comexurrounding conditions. They may not be
anomalous in all situations. Example of this type:

1. Web traffic: a sudden increase in website traffic during a significant event (e.g., Black

Friday) is standard but would be anomalous duringpe#k hours.
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2. Tempeature:at e mper at ure of 100AF might be typic
3. Networklatency:adelay in data transmission might be acceptable duringpeak hours
but anomalous during critical reaine.

Collective anomalies involve groups of relhtdata points that exhibit abnormal behaviour
together. Example of this type:

1. Network attacks: a coordinated Distributed Denial of Service (DDoS) attack involving

multiple IP addresses targeting a server.

2. Powergrid: a sudden drop in voltage across mubigubstations due to a systentde

fault.

3. Healthmonitoring:abnormal heart rate patterns across multiple patients in a hospital ward.

It can be detected using different methods and algorithms based on anomaly type. First of
all, it can be detected by gtdical methods like:

1. Z-Score and Modified Score:detect anomalies based on standard deviations from the

mean.

2. Percentilebasedme t hod s : l denti fy anomalies using |

3. Seasonatlecomposition: Separate seasonal and toemaponents for anomaly detection.

Another variant uses machine learning methods to predict and match value with actual value
[1; 2]. One of the most popular methods to detect anomalies in time series data is Recurrent Neural
networks like LSTM or GRU, whit can predict a time series based on previous learning data and
calculate differences between actual and predicted vdluelis case, it is necessary to set the
correct parameters to show whether the difference between the real and the predictedrdata is
anomaly.

In anomaly detection, it is necessary to pay attention to different challenges in this process
because data can change, and the method or algorithm should be ready to adapt to changing data
distributions over time. Another problem is that dzda be imbalanced, and it is necessary to pay
attention to prepare your data correctly by using normalization and standardization. Another
challenge is anomaly detection in multivariate time series, as there is a need to understand the
relation between €ferent features. The last challenge is practical insights and limitations; we need
to understand how far predicted values should be located from the actual point and the definition of
anomaly for the current task.

Conclusions This researclcontributes to anomaly detection by providing a comprehensive
overview of techniques, practical guidelines, and insights for researchers, practitioners, and
decisionmakers.
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Abstract. The article deals with the problem of quality control of the tightness of the shell of nuclear
reactor fuel elements. It is proposed to improve the control system by introducing an information and
measuringnodule for detecting defects as a subsystem of the automated process control system of a nuclear
power unit. The algorithm of the fractal method of quality control is presgintvhich determines the
sequence of operations to determine the location, tydesie of defects on the surface of the shells by
calculating the fractal dimension indicators. A block diagram of the computing module for implementing
the algorithm for estimating the fractal dimension of defects in the shell material was developed. The
structural and functional scheme of the system was improved by integrating a computing module that
provides data processing on the quality of the seal and the transfer of information to the control system.
The practical value lies in the information andamuring unit for detecting defects, which allows-teaé
assessment of the quality of the shells' tightness and transmitting data to an automated workstation for
making decisions on the operation of leaky fuel elements.

Keywords: Automated Control Syste, Shell Tightness Quality Control, Fuel Element, Information
and Measuring Module.

Introduction . Ensuring the reliable and safe operation of nuclear reactors is a critical task
for the nuclear power industry. One of the key elements that determinetiabdity and safety
of a reactor is the tightness of the fuel element shell (FES) [1, 2].

The fuel element is a barrier that keeps nuclear fuel fission products inside and prevents
them from entering the environment. Loss of shell integrity can lesa&titmus consequences, such
as contamination of the coolant, impaired heat removal, and the risk of severe accidents. At modern
nuclear power plants, the containment monitoring system does not provide information on the
quality of the fuel element containmtgparameters in an automated manner [3, 4].

The purpose of the work The aim of the work is to develop an information and measuring
module for the system for monitoring the tightness of the fuel element shell. This module will
allow automated transmissiarf information to the workplace of a nuclear power plant operator.
Information on the quality of the state of the fuel element shell parameters in real time.

Formulation of the problem. Traditional methods of fuel element shell tightness control
used at oclear power plants: hydraulic, penalty, gas, eddy current, magnetic, capillary and
electrographic, and others, have a number of disadvantages, including limited accuracy, labor
intensity and inability to detect small defects at early stages of deprasisuriZAll the methods
used in the shell tightness monitoring system start their work only when the fuel element
depressurization has already occurred.

Therefore, timely and efficient quality control of fuel element shell and transfer of this
information b the operator's workstation in an automated mode is an extremely important task.

Solving the problem. To control the tightness of fuel element shell, a specialized
information and measurement module integrated into the automated process control system
(APCS) of a nuclear power unit is proposed. This module implements the developed algorithm for
detecting defects in fuel element shell based on fractal data analysis, which allows determining the
location, type, and size of defects in real time.

The key advaiage of the developed approach is the ability to continuously monitor the state
of tightness of the shells and promptly transfer data to an automated workstation. This ensures
timely detection of leaky fuel assemblies and allows making informed decisiaiheio further
operation or removal from the reactor.

To implement the algorithm, specialized software and hardware of the information and
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measurement module was developed. The module is capable of collecting data on the condition of
fuel element shellgrocessing them in real time and determining the presence, location, type and
size of defects. The obtained data on the state of tightness of fuel element shell is transmitted to
the automated workstation of the process control system operator to madersdeon further
operation or removal of leaking fuel elements from the reactor

In order to combine the computing module of the fuel rod shell density control system with
the software and computer complex of the NPP power unit's automated processsgstero|
the information and algorithmic scheme of the automated process control system was improved
during the operation of the module for detecting defects in fuel rod shell in emergency modes of
NPP power unit operation (Fig. 1).
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Fig. 1. Improvedstructural and functional system of the shell of the fuel element of the nuclear
reactor tightness control system.

Conclusion The use of an information and measuring unit for detecting and measuring
defects in fuel element shell is substantiated, whitdwa implementing the computational
(measuring) algorithm of the control method, as well as processing information on the degree of
tightness of the fuel element shell in real time and transmitting it to the software and computer
complex of the NPP powarnit's ACCP to the operator's automated workstation for making
decisions on the operation of leaky fuel rods and fuel assemblies of a nuclear reactor. At the same
time, the measurement error is reduced by at least 1.25 times compared to existing metasuremen
methods for the NPP fuel rod shell tightness control system.
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Abstract. In this paper, the authors consider modern innovations to improve the
environmental and economic efficiency of a transport enterprise. Several examples of the Smart
Mobility programe for Ukraine arerpsented. The role of information technology in improving the
management of transport networks, which helps to reduce costs and improve the environment, is
highlighted.
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MODELING AND OPTIMIZATION OF PRODUCTION SYSTEMS
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Abstract. Issues of choosing an effective method of modeling the operatiproddction systems
are considered. As such method, it is proposed to use Petri nets. A generalized algorithm for modeling and
optimizing the loading of production system equipment and the results of the approbation of the proposed
methodology are given.

Keywords: production system, optimization, modeling, automation.
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COMPREHENSIVE ASSESSMENT OF THE EFFECTIVENESS OF LOGISTICS
INFORMATION AND CONTROL SYSTEMS
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ICherkasy State Technological University, Cherkasy, Ukraine
2State Scientific Research Institute of Armament and Military Equipment Testing and
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3J. Rettenmaier & Bhne GMBHCo. KG, Rosenbeg, Germany

Abstract. The article presents the results of assessment of the complex efficiency of information and
control systems. Management of logistics systems on the example of the analysis of passenger transportation
requires high quality and efficiency of the processdefelopment and practical implementation of
organizational, technical, logistieatlethodical measures. The efficiency of logistic information and control
systems is determined by the possibility of their integration into current transport processestidppiic
Logistic Information and Control Systems (LICS) on Based on the use of modern information and computer
technologies, it establishes a comprehensive connection between all participants in the logistics network.
The authors predicted passenger ttalfy public transport using the long sht@tm memory (LSTM)
method.

Keywords: transport system, passenger traffic forecasting, LSTM.
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GIS-BASED COMPUTER MODELLING
OF A DISTRICT HEATING DISTRIBUTION SYSTEM

Pidhornyy M., Smoliar R.
Cherkasy State Technological University, Cherkasy, Ukraine

Abstract. The European Union, the US and other civilized countries aim to save electricity thermal
energy, and decarbonize the energy sector. The district heating sector has the greatest perspective in this
policy. One of the directions of reforming the centralihedt supply is the optimization of thermal energy
production and distribution to users. The object of the study is the state of centralized heat supply systems
in Ukraine. The subject of the research is the creation of a computer model of effective meariagfe
providing thermal energy to consumers based on GIS. The paper analyzes the state of the problem of
providing heat and decarbonization in developed countries. The conclusions about the possibility of
managing the system of centralized heat supmgdan the geographical information system with the help
of artificial intelligence in Ukraine were obtained.

Keywords: computer modelling, district heating, decarbonization, geographic information system,
artificial intelligence.
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INFORMATION SYSTEM OF AUTOMATED INFORMATION PROCESSING,
WHAT'S COMING

Pilkevich 1., Miroshnichenko S.,Loboda V.
Korolev Zhytomyr Military Institute, Zhytomyr, Ukraine

Abstract. The objects of the study are the information system for recognizing objects of both a
military and civilian nature, which is a complex of software tools that includes a seteyedifdecision
making algorithms depending on the number of received input parameters, a database that can be constantly
updated, and also a managed program. The latter provides a detdiong process taking into account the
specifics of the problem. Ehoperation of the system resembles a nuuiteria filter, which consistently
selects the necessary information from the received signal. In order to narrow down the range of sources,
various information criteria are additionally introduced into thermgtion system. Application of the
proposed system will reduce the time for decigimaking by the management team

Keywords: information system, automated workplace, database, -ori#tria filter, decision
making, operational situation.
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COMPUTER TECHNOLOGY FOR CREATING AN EMERGENCY SIMULATOR ON
THE BASIS OF THE INFORMATION MOD EL OF THE DISPATCHER'S ACTIVITY

Samoilov V., Smetanay .
Institute of Modeling Problems in Energy of the Academy of Sciences of Ukraine, Kyiv, Ukraine

Abstract. The paper considers an approach to the development of computer technology and software
tools for creating scenargimulation models for training presses of dispatcher personnel of distribution
system operators (DSOs) of the Ukrainian power system. A methodology for designing simulators based on
activity models (AM) of personnel and simulation models of complex electric power facilities has been
devebped. A method of formal representation of the activities of operational personnel using the BPMN
notation is proposed. The architecture and algorithms for the functioning of the emergency simulator of the
DSO are developed.

Keywords: emergency simulatoractivity model, simulation model, simulator construction
automation system, emergency training.
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SIMULATION OF THE OPTIMAL AVIATION EQUIPMENT MAINTENANCE
PROCESS USINGTHE DECOMPOSITION OF THE COMPONENT ARCHITECTURE
OF A COMPLEX PRODUCT

Fedorovich O., Lutai L., Trishch R., Zabolotnyi O.,Khomiak E., Nikitin A.
National Aerospace University "Kharkiv Aviation Institute”, Ukraine

Abstract. Maintenance of highech products is carried out during the operation stage. For the
coordinated execution of operation processes, it is advisable to use simulation modeling. The research sets
and solves the task of creating a simulation model for thigsasaf the processes of technical operation of
aviation equipment. The created simulation model includes modules for diagnosis, fault finding, repair,
accumulation of diagnostic information for further processing, etc. The purpose of the study iddp deve
model of multilevel component fault finding of aircraft during maintenance. The subject of the research is
the planning and management of operation as a stage of the life cycle of complex equipment. The following
mathematical models and methods ased: system analysis, information theory, simulation modeling. A
model of multilevel component fault finding in the diagnosis of aviation equipment is proposed, which will
reduce the duration and cost of maintenance of operational equipment.

Keywords: reduction of the life cycleoperation of aviation equipmendiagnostics of aviation
eguipmentmaintenance; simulation models.
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ADAPTIVE ALGORITHMS FOR QUANTIZATION ERROR NORMALIZATION OF
DIGITAL ENCODER -BASED TACHOMETERS

Kukharchuk V.2, Holodiuk V.1, Koval A.%, VasilevskyiO.2, Trishch R.34
innytsia National Technicdlniversity, Vinnytsia, Ukraine
2The University of Texas at Austin, Austin TX 78712, USA
5’National Aerospace University fAKharkiv Av
“Mykolas Romeris Universiti, Vilnius, Lithuania

Abstract. The authors' analysis of the instantaneous and average values digital tachometer
guantization error assessment in the dynamic measurements of angular velocity with an encoder allowed for
the first time to obtain a mathematical model for calculating titeeal speed numerical value for an
exponenti al mat hemati cal mo d e | t hat adequately d
operation. It was found that the value of the critical speed depends on the resohititve encoder, the
guantzation frequency, the duration of the sample time interval, which variation allows to measure the
angular velocity with a predetermined normalized value of the quantization error during the transient process
of the electric machine from the lower to thgpar measurement limit.

Keywords: Electric Machine, Transient Characteristic, Encoder, Transfer Function, Quantization
Error Equation, Critical Speed, Adaptive Algorithm, Microcontroller Tachometer, Normalized Value of
Quantization Error.

Introduction . Curently, to intensify the testing of electric machines (EM), most of the
research is focused on the acceleration of the tests carried out in the "no load" experiment. The main
one here is the transient characteristic (variable angular velocity over tipevhich is obtained
in the dynamic mode of measuring object operation (electric machine) with practically zero moment
of resistance on its shaft (M®) [1-5]. A feature of the experimental studies of this characteristic
is the determination with high agracy in real time of the available dips, sudden emissions,
synchronous dips, which significantly affect the vibroacoustic characteristics of electric machines.
This scientific and applied problem is solved by providing the maximum number of measurement
results during the electric machine transient process, the quantization error of which during the
measurement experiment should not exceed the normalized value.

The purpose of the workis to develop a criteria and embedded tools for implementing an
adaptive algorithm for real time measuring angular velocity, which quantization error will not
exceed a predetermined normalized value.

Formulation of the problem. Analysis of the dynamic measurements allows us to state the
following: during the EM transient press, when the angular velocity increases from zero to the
maximum value, the quantization error is a variable value.

Solving the problem Based on the comparative characteristics of quantization errors of
instantaneous and average values, a tachometenad@pchanges in angular velocity is proposed,
which provides its dynamic measurements in a wide range with a quantization error that does not
exceed the normalized value.

To implement such an approach, it is first necessary to synthesize an algoriwitware
support of hardware for the microcontroller (MCU).

If we equate the quantization errors of the instantaneous and average values of the tachometers
considered above

@ T €0 .
éo.t.opT[T[D(pTOQpT[T[hD p
then we will get a dependence for estimating the value of the critical speed
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Fig. 1. To the question of determining the critical speed

Based on (2) and Fid,, the following algorithm adaptive to changes in angular velocity is
proposed:

If the measured current value of the angular speed is less than the value of the critical speed
(¢ ¢ ), then two microcontroller timers implement the algorithm of instantaneous values
tachometer in "adjacent" intervals.

Under the conditiort € , the third timer of the microcontroller is programmed to the
tachometer algorithm of average values.

Analysis (7) shows tha@ andg for a specific schematic implementation are constant values.
It is possible to vary onlg © 0 & iwhich allows you to set the required value of the critical speed
€.

0.3

. gy
nq“(l] =0.2%

qua(r}
—_— 8qil®)

0.05

0 0.02 0.04 0.06 0.08 0.1 0.12 0.14 0.16 0.18 0.2

time, s

Fig. 2. Characteristics of the change in tittgmalized values of quantization errors

Conclusion The analysis of the main metrological characteristics of instantaneous and
average values digital tachometers made it possible to propose criterion, the hardware and software
implementation of which praged the synthesis of an adaptive (for the changes in angular velocity
inherent the EM transients) algorithm of quantization error normalization.

51



Formulated requirements for hardware and software implementation of a microcontroller
tachometer, adaptive the change in angular velocity during the EM transient, which are shown in
its structural diagram

The essential differences of the synthesized adaptive algorithm are as follows: the first stage
i the measurement of the angular velocity is carried aetiitime during the transient EM process;
the second stage is the processing of the obtained results after the end of the measurement process
(transient process).

The usage of the advantages of instantaneous and average values tachometers in one tool
ensues the implementation of dynamic measurements with a predetermined normalized value of
the quantization error (see FB). Such adaptive microcontroller tachometers are advisable to use
in cases where at the beginning of the transient characteristM,dhE angular velocity changes
significantly over time.
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CREATING OPERATION CYCLE DIAGRAM FOR TWO -STATION FMS

Kupriyanov O.1, Hrinchenko H.%, Dichev D?, Bondarenko T2, Tsykhanovska It
1 Ukrainian Engineering Pedagogics Academy, Kharkiv, Ukraine
2 Technical University of Gabrovo, Gabrovo, Bulgaria

Abstract. The objective of the study is to describe a-station FMS using Petri nets to construct
cyclic diagrams of robot and machine loading. The flexible manufacturing system is described using priority
and time delay nets. The simulation result in the develgpegram is in good agreement with the one built
in MS Project.

Keywords: flexible manufacturing system, Petri nets, working cycle, automation software.

Introduction . Flexible manufacturing system (FMS) is a set of various combinations of
numerically cotrolled equipment, robotic complexes, flexible manufacturing modules, individual
units of technological equipment and systems that ensure their operation in automatic mode,
possessing automatic readjustment.

The cycle diagrams displays the sequence obr&f the robot and the machine tools of the
FMS on the time axis and allows to determine the working cyttle time interval in which the
actions of the multistep system are repeated. It allows to make recommendations whether the robot
can keep up witlanother machine or, on the contrary, the machines are waiting for the robot. To
automate the process of creating a cycle diagrams, the mathematical apparatus of Petri nets can be
used.

The purpose of the work It consists in automating the constructiorcgtle diagrams and
optimizing the actions of a robot working in a FMS.

Formulation of the problem. One of the most timeonsuming tasks in the design of
technological processes is the determination of the working cycle of a technological cell. The cycle
is necessary to coordinate the work of individual technological cells in an automatic line. The main
disadvantages of manual construction of cycle diagrams areoptonal scheme of robot
movements, long time spent on cycle diagrams construction, prefdngean errors. Automation
of cycle diagrams construction with the help of Petri nets allows to increase the efficiency of flexible
production system.

Solving the problem Consider a production system consisting of two machine tools (Fig. 1,
pos. 1 and 2)pcated at the sides of the robot (Fig. 1, pos. 5). In this system there is also a loading
and unloading cycle table (Fig. 1, pos. 3 and 4).

3 4

K

Fig. 1. FMS Component Layout

The system with a service robot described by a Petri net is shown in Fig.rBaffteenatical
model describing the twstation system by a Petri net is as follows. The robot, the machines and
the workpieces to be processed are represented by the dynamic elements of the model, the tokens.
The components of the FMS are replaced by diffenotations, let us consider them.

The first machine is represented by the following circles: P4, P5, P6, where P4 is the end of
the robot loading the first machine, P5 is the machine unloaded and waiting for the next work cycle,
and P6 is the end of tmeachining cycle of the first machine. The presence of a part in the loading
hopper is indicated by the presence of a token in the P3 circle. P7 indicates the presence of the part
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in the hopper after the first machine. The bar t1 represents the loadoegpad the first machine,
the bar t2 represents the working process (machining cycle) and the bar t3 represents the unloading
process. The circle P1 simulates the presence of the robot near the machine. If it contains a token,
the robot is near the mackiand ready to work. The tokens in the corresponding circles model the
availability of resources.

Machine tool 1 Machine tool 2
P10

o

Fig. 2. A two-station system with an attendant robot described by a Petri net

t8 P2

The arrows define the dependencies. The eveniridchine loading can occurthe tokens
are present in the circles P3 (workpiece in the loading hopper), P5 (machine unloaded) and P1 (robot
in the loading position of the first machine). For this reason, bar t1 has three incoming arrows from
the corresponding circles. It has twdgaing arrows to circles P4 and P1. This indicates that at the
end of the loading cycle, the machine is ready for the machining cycle (arrow to P4) and the robot
is released for the next operation (arrow to P1).

The machining cycle of the first machine d¢@n take place when the machine is loaded,
indicated by the arrow from circle P4. At the end of the machining cycle, the machine is ready to
be unloaded, so the arrow from t2 goes to circle P6. In order to unload the first machine, it is
necessary that éhrobot is in the load/unload position (arrow from P1 to t3) and that the machining
cycle of the machine is finished (arrow from P6). After unloading, the first machine is unloaded
(arrow from t3 to P5), the robot is unloaded (arrow from t3 to P1) angatfieready for further
machining, is placed in the hopper after the machine (arrow to P7).

The designations of the second machine are similar to those of the first. The constructed cycle
diagram of the flexible production system for the long machineatipartime is shown in Fig. 3.

10 8 20 5 5 M
mRmRRE —

Fig. 3. Cycle diagram of operation of the robot of the {station system

Conclusion Using the mathematical apparatus of Petri net, a model of the process of machine
tool maintenance by a robot for FMS is developed tdytype robot actions. Mathematical models
reflecting the robot actions for loading a tw@chine system are compiled to obtain algorithms of
robot actions in FMS. FMS robot algorithms are obtained to represent the sequence of robot actions
during machinedol maintenance.
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Abstract. Road sign recognition systems have become an essential safetg fa modern vehicles,
aiding drivers in identifying and complying with traffic rules. This paper compares several prominent road
sign recognition systems employed by major automotive manufacturers, including Opel Eye, MBeretles
Speed Limit Assistyolvo Road Sign Information, and Volkswagen Sign Assist. The analysis evaluates the
declared and actual recognition accuracies, illumination requirements, and the ability to recognise different
types of road signs. The findings reveal that while theseemgsiclaim high recognition rates, their
performance can be compromised by sign condition, illumination, and occlusion factors.

Keywords: road sign recognition, advanced driver assistance systems, computer vision

Introduction and problem statement Roadsign recognition systems have become a crucial
component of advanced driver assistance systems in modern vehicles. These systems aim to
improve road safety by assisting drivers in identifying and adhering to traffic rules and regulations.
By automaticallyrecognising and displaying relevant road signs, such as speed limits, prohibitions,
and warnings, these systems can enhance driver awareness and help prevent unintended violations.

Results The road sign identification information system consists of thewfmg hardware
and software components: optical camera for image capture; hardware capture module; detection
module; classification module; database.

First, the camera image is sent to the system. A specific algorithm is then used to determine
the locaton of the road sign. After that, the recognition software performs the sign recognition. The
structure of the database can vary depending on the tasks assigned to the system.

The Opel Eye system is an innovative technology used in Opel cars (VauxhalliK}ho
improve safety and help drivers while driving [1]. It includes a variety of functions and sensors to

monitor the road environment and provide important information to drivers.
= Ve & ;

Fig. 1. Example of Opel Eye operation

The main functions of the OpEle system include:

1. Road sign recognition the system can automatically recognise road signs such as speed
limits, overtaking bans, etc. The system can display the relevant information in the instrument
cluster.

2. Adaptive cruise control this functon allows the car to automatically maintain a safe
distance from other vehicles by adjusting the speed.

3. Lane departure warning the system can detect when the car is moving out of its lane
without the turn signal and warn the driver.

4. Blind spotmonitoring systeni the Opel Eye system sensors can detect vehicles in blind
spots and warn the driver to avoid danger when changing lanes.

5. Automatic emergency braking systédmn some models, the system can automatically
activate the brakes to avoidallision when a collision is detected.
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Speed Limit Assist (SLA) is a system available in specific Merc8gez models designed
to help you comply with the speed limits on the road [2]. The system helps drivers to be aware of
road signs and speed limitdications, helping to avoid unintended speeding. The main functions
of SLA include:

1. Road sign recognition the system can use buiit cameras and sensors to detect speed
limit signs. It can determine the valid speed limits and display them on themesit cluster or the
trip computer.

2. Driver warningi if a road sign with a change in speed limit is detected, the system can
provide an appropriate warning to the driver, helping to avoid unexpected speeding.

3. Adaptive cruise contral in some modelsSLA can be integrated with adaptive cruise
control, which allows the car to automatically maintain a safe distance from other vehicles on the
road, taking into account speed limits.

GOy, @ 80 A5 1

Fig. 2. Speed Limit Assis
Volvo offers road sign information (RShafety features in many of its vehicles. It uses

cameras and sensors to recognise road signs and provides drivers witheéaformation about

the road signs they encounter [3]. This system helps to increase driver awareness and compliance
with traffic rules.

Fig. 3. An example of RSI operation

The main features of road sign information in Volvo vehicles include:

1. Sign recognitiori’ the system can recognise various road signs, such as speed limits, no
entry, and stop signs. It identifies these sigith visual cues from the onboard cameras.

2. Display for the drivefi when a road sign is detected, the relevant information is often
displayed on the dashboard or the vehicle's tugadisplay, providing the driver with easy access
to information withotitaking their eyes off the road.

3. Speed limit warning the system can compare the detected speed limit with the current
vehicle speed and warn the driver if the speed limit is exceeded, helping the driver maintain a safe
and legal speed.

4.Dynamic upatesi some Volvo models with RSI can update siale road sign
information to reflect changing conditions, such as variable speed limits in construction or school
zones.

5. Road sign memory Some Volvo models equipped with RSI can store and display the
most recent road sign information in the driver's display, helping the driver to stay informed even
if the sign is no longer visible.
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Volkswagen Sign Assist is a technology system used in Volkswagen vehicles to recognise
road signs and display informatiatout them on the dashboard [4]. This system helps drivers to
be more aware of the road environment and to comply with traffic regulations.

I

Fig. 4. An example of Volkswagen Sign Assist

The main functions of Volkswagen Sign Assist include:

1. Traffic signrecognitioni the system uses a camera, usually located near the interior rear
view mirror, to detect various road signs such as speed limits, prohibitions and others.

2. Information displayi information about the detected road signs is displayed on the
dashboard or the vehicle's onboard screen. Drivers can-$e&lage information about speed limits
and other signs without paying attention to road signs on the side of the road.

3. Additional warnings’ in some cases, when speeding is detected, thensystn provide
the driver with a warning, such as a visual or audible alert.

4. Relevance of information information is displayed in redime, allowing drivers to react
in time to changes in road restrictions.

A comparative description of existing recutipn systems is shown in Table 1.

Table 1
Comparative characteristics of road sign recognition systems

Parameter Opel | Speed Limit| Road sign Volkswagen

Eye Assist information Sign Assist
Declared recognition accuracy 90% 95% 96% 95%
Sign illuminationnot less than 50 50 50 50
Recognition of speed limit signs Yes Yes Yes Yes
Recognition of other prohibitive signs Yes No Yes Yes
Actual recognition accuracy 75% 70% 75% 95%

Table 1 shows that separately implemented information systems for roadgnition are

rare, and most systems are not a separate feature but are mostly part of the vehicle's factory

equipment. This means that their commercial cost needs to be lowered. All installed systems show

a small percentage of road sign recognition,thedecognition percentage drops if the road sign is

not in ideal conditions (tilt, partial overlap, dirt on the sign), as the images are subject to structural

distortion. During testing, only clean signs are reliably and accurately recognised. Onligtesan

with a contrasting outline are reliably and accurately recognised. Finding out what algorithms

underlie these systems is impossible, as this information is not freely available.

Conclusions.The analysis highlights the need for continued reseatderelopment efforts

in road sign recognition systems. Improving recognition accuracy, robustness to various sign

conditions, and expanding the range of recognisable signs are essential to enhancing road safety

and driver assistance capabilities.
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NEURAL NETWORK MODELS FOR APPROXIMATION OF ONE -DIMENSIONAL
SIGNALS

FedorovE., Babenko V., FbncharovA., ChepynohaA., Utkina T.
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Abstract. In this paper, the problem of analyzing etimensional digital signals was solved by using
a neural network approach. The proposed neural network approach allows to improve the quality of
approximation by simplifying structural identification through tiee of only one hidden layer of neural
network models; reducing the computational complexity of parametric identification and ensuring good
scalability through the use of batch training mode of neural network models; describing nonlinear
dependencies thugh the use of neural network models; high accuracy through the use of local
approximation. The proposed approach makes it possible to expand the scope of application of methods of
approximation of onglimensional digital signals based on artificial nemetiwvorks, which contributes to
the efficiency of intelligent computer systems for general and special purposes.

Keywords: analysis of onalimensional digital signals, parametric identification of neural network
approximation models, radial basis functispline, wavelet.

Introduction . Digital signal processing is currently widespread. For example, the analysis of
onedimensional signals is used in economics, medical diagnostics based on electrograms, technical
diagnostics (for example, vibrodiagnostics3peech recognition and biometric speaker
identification by voice, computer networks for the transmission of compressed information,
cryptography for encoding and decoding secret information. The main feature of modern methods
of onedimensional signal ahgsis today is the use of artificial neural networks [1, 2].

The purpose of the workis to increase the efficiency of cémensional signal analysis by
creating models of approximation based on a neural network approach. To achieve this goal, it is
necesary to solve the following tasks: create a neural network model of approximation based on
radial basis functions; develop neural network models of approximation based on piecewise
polynomial regression; create a neural network model of approximationdraseelet functions;
conduct a numerical study of the proposed neural network approach.

Formulation of the problem. For complex diagnostic systems (for example, mine
diagnostics) there are a large number of indicators. For dangerous processes witmdamgles]y
fast and accurate signal analysis is necessary. Thus, the problem of insufficient efficiency of digital
signal analysis arises. One of the important areas of digital signal analysis is its approximation.

Solving the problem The most commonly usateural networks for ordimensional signal
approximation aretwo-layer perceptron; Elman neural netw@BNN) or simple recurrent
network(SRN); Bidirectional Recurrent Neural NetwdBRNN); longterm shoriterm
memory(LSTM); Bidirectional Recurrent Neal Network(BLSTM); Gateway Recurrent
Unit (GRU); the echo state netwo&SN); Liquid State Machin@.SM).

So, none of these networks satisfy all the criteria. Therefore, in this paper nonrecurrent
artificial neural networks that perform local approxiroatare considered. The advantages of each
of these networks are:

1. It provides local approximation of nonlinear mapping of input signal to output signal
(solves the problem of curve approximation by points in multidimensional space, i.e., training is
equivalent to finding such surface in multidimensional space, which corresponds most exactly to
training data, i.e., interpolates them).

2. It provides good quality of generalization.

3. Automatically determines the number of hidden layers (equal to one).

4. Provides approximation better than networks with global approximation.

5. The number of neurons in the hidden layer is less than that ofstegleearning networks,
so it functions faster than singiep learning networks.

6. Learning occurs in baicmode, which allows parallel implementation to accelerate
learning.
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Experiments and results.Numerical investigation of the proposed approach was conducted
through the Keras submodule of the TensorFlow module. The Pandas module was used to
compensate fomissing values through linear interpolation, as well as for toptput operations
of tabular data.

The database of economic indicators of the World Bank
(https://databank.worldbank.org/home.aspx) was used in the work. Economic indicators of
145countriesfor 10years were used. The volume of the initial sample was equal to 1450. The
initial dataset was divided into a train datg$et 928), a validation datasg232) and a test

datase(290). The number of neurons in the hidden |&jewrvas equal to 10. Ae parametelr7

determining the learning rate was equal to 0.001. The maximum number of itekati@ssequal

to 100. To estimate the quality of approximation the coefficient of determination is calculated as
=}
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The results of comparison of quantitative characteristics of the proposed methods for
parametric identification of neural network models are presented in Tableere computational
complexityforward/backward is ~NPM, M 10.
Forthe wavelet neural network with training based on error corre¢chemumber of neurons
in the hidden layer (N was selected based on its dependence on the coefficient of determination
(R?), shown in Fig1l.
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Fig. 1. Dependence of the number of neurons én R

Tablel
Comparison of qualitative characteristics of the proposed methods

No. Neural Networks Determ”ﬁa“"”

n/a coefficient

1 Neural Network based on radial basis functions witlor correction 0.703

learning '

2 | Radial Baseline Neural Network with ClusteriBgsed Learning 0.703

3 | Spline Neural Network with learning based on error correction 0.752

4 | B-spline Neural Network with learning based on error correction 0.785

5 | Wavelet Neural Network with Error Correction Based Learning 0.835

According to Table 1, the wavelet neural network with training based on error correction has
the highest coefficient of determination, i.e., the highest approximation accuracy.
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Conclusion.The actual problem of using new approaches for the analysis-ofimeasional
digital signals has been solved by a neural network apprddwh.proposed neural network
approach allows to improve the approximatiprality by:simplification of structuraidentification
by using only one hidden layer of neural network modidsrease of computational complexity of
parametric identification and provision of good scalability due to neural network models training in
batch modegdescription of nodinear depedencies by neural network modeligh accuracy
through the use of local approximation.
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PREDICTION OF AIR POLLUTION BY PARTICULATE DUST PARTICLES
OF PM2.5 AND PM10 USING AN ARTIFICIAL INTELLIGENCE -BASED METHOD

Antonenko S., BondarenkoM.
Cherkasy State Technological University, Cherkasy, Ukraine

Abstract. The article presents thesults of the development of specialised software designed to
predict air pollution by PM2.5 and PM10 dust particles using an artificial intelligeased method. The
main purpose of the work is to develop an algorithm and create software basecarhitswased on neural
networks and allows predicting the state of air pollution with particulate matter with a dispersion of 2.5
microns and 10 microns in a certain territory of a city or industrial zone with high accuracy and speed, which
in turn allowsmaking decisions on the choice of ways to eliminate or at least reduce the level of such
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pollution to the lowest possible level. The object of the study is the process of predicting the state of air
pollution with particulate matter; the subject of thedstis software based on neural networks that allows
predicting the state of air pollution with particulate matter with a dispersion ¢fn2.&nd 10t m. In this
paper, the selected neural networks (XGBdioglarregression and XGBoaestlp), which are us to
predict air pollution by particulate matter, show great accuracy (the average absolute error does not exceed
1.47%) and efficiency. This allows for informed decisions to be made to reduce the impact of such pollution
on the environment and public hial

Keywords: air pollution,particulate matte¢ { [ air quality forecasting, neural network.
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FEATURES OF MATHEMATICAL MODELLING OF PIEZOELECTRIC
COMPONENTS OF INFORMATION AND ROBOTIC SYSTEMS

Bazilo C.1, BondarenkoM.?, Faure E.}, Usyk L., Antonyuk V.?, VertsanovaO.?,
Bondarenko Yu.3?
ICherkasy State Technological University, Cherkasy, Ukraine
’National Technical University of Ukraine "Igor Sikorsky
Kyiv Polytechnic Institute”, Kyiv, Ukraine
3State Scientific Research Institute of Armament and Military Equipment
Testing and CertificatiorCherkasy, Ukraine

Abstract. The paper presents thesults of modelling piezoelectric elements of different shapes and
with different sets of material constants, which made it possible to determine the electrical impedance of a
piezoceramic sample that performs harmonic oscillations. This research atagiyahe peculiarities of
mathematical modelling of piezoelectric components of various configurations for information and
communicatioras well as robotisystems and to determine the main electromechanical characteristics of
such components. The main objective of the work is to obtain an adequate mathematical model, the use of
which allows for a highly accurate (including automated) calculation of theateechanical characteristics
of piezoelectric elements. The object of the study is the process of mathematical modelling of piezoelectric
elements of various configurations; the subject of the study is mathematical models of such elements. The
paper defies and compares the calculation formulas of such a basic characteristic of piezoelectric elements
as electrical impedance and shows the frequelependent change in the amplitude of the electric current
in the conductors of the circuit for measuring thectical impedance of a piezoceramic element with
different signs of the charge ratio on the polarised surfaces of such an element.
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APPLICATION OF ADAPTIVE ALGORITHMS IN THE PARAMETER CONTROL
SYSTEMS OF INTER-BLOCK ELECTRICAL CONNECTIONS

Bukovsky O., Vysloukh S.
National TechnicaUni ver si ty of Ukraine Al gorKy8i kor sk
Ukraine

Abstract. The paper is devoted to the use of adaptive algorithms in systems for monitoring the
parameters of interconnection electrical connections in the production oboabhare products. The issues
of adaptive filtering for efficient separation of the useful signal from noise and interference in the control
process are considered. It is shown that the use of adaptive algorithms, such as the least squares algorithm
(LMS) and the recursive least squares method (RLS), allows the parameter control system to effectively
adapt to changing conditions and ensure its stable operation. The research results show the importance of
using adaptive algorithms to increase production getdity and reliability of cable and wire products.

Keywords: interblock electrical connectionsable and wire productparameter control, adaptive
algorithms.
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ANALYSIS OF EXISTING METHODS AND PERSPECTIVES FOR IMPROVING
AUTOMATED SYSTEMS FOR THE PRODUCTION OF WATER -FUEL EMULSIONS

Zabolotnyi O., Khodieiev A.
National Aerospace University "Kharkiv Aviation Institute”, Kharkiv, Ukraine

Abstract. The watetfuel emulsion is one of the promising types of energy carriers that can be an
alternative to the use of traditional fuels with reduced environmental emissions. The main focus is on the
particle size and the amount of dispersed phase in theiemuiich directly affects its stability over time
and the reduction of nitrogen oxides and particulate matter emissions into the environment. The object of
research is to analyze modern methods of wiatdremulsions creating and prospects for theirowpment.

The subject of the study is the method of microchannel emulsification with the ability to model processes in
software. The existing methods of emulsion production and prospects for the introduction of microchannel
emulsification are described. &hfunctional capabilities and advantages of the proposed method are
presented, which make it possible to optimize the processes of automated emulsion production and simplify
further research in finding the optimal size and amount of the dispersed phase.

Keywords. Waterfuel emulsion, ultrasound, mechanical mixing, microchannel emulsification,
reduced emissions.
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INFORMATION TECHNOLOGY FOR OBSERVING MOVABLE POTENTIALLY
DANGEROUS OBJECTS USING UNMANNED AERIAL VEHICLES

lvanchenko O.1, Kaznadiei S?
Dnipro University of TechnologyDnipro, Ukraine
Navy InstituteNat i onal University c¢cOdessa Mariti ma

Abstract. The widespread use afovablepotentially dangerous objects and their territorial spread
have a negative impact on various spheres of society and often lead to fatal consequeticaisalethis
threat, the use of unmanned aerial vehicles is proposed. The olijgesifdy is the processes of detecting
movablepotentially dangerous objects antservingthem in reatime. The subject othe study is the
methods and means of demging an information technology fabserving movabl@otentially dangerous
objects usingitnmanned aerial vehicleFhe principles of buildinginmanned aerial vehiclésr observing
movablepotentially dangerous objects based on the use of informatiomolegy with neural networks and
corresponding databases as the main components are presented in the work.

Keywords: unmanned aerial vehiclaseural networksmovablepotentially dangerous objects.

Jc{Cde)H sMdzts 0 dzts G5O P Isty ctets HOd#ZEZ. dz' 2 HJ dz f so it
O dz! €drn bijtedlsstc’ Odz! dgdrn GCtetsBOH, WE' L dzgOn 51
Jdzy  2des dzgjBiLfjyde OcedmMEYd.( 81y dSldatds ddzd
sduydzsets Htsfe ' Hiz MdMmMsQady , Bl sf MEEydddd Cds
o) HisSL o tsdzw Mells' ots LddLdlsd LOGtesLE o
50' HigsGE s 5B ZOH dzOdzdz? SO ' gt stedBOY' 2 dets’ Isj o d
fsmMisjtcjyjdedzy LO H'  Wdgd plyY H Bsose®' UsO Mt
ispAsdz’ ydzO L OH OYyoO.

i IO tenjﬂstdzl.wcq‘;O ® B tolkzdzlskz o Odzdz fteddzydy o
Ol & HAY odwedzy dzdzd SO MYytsMmisjtejsjddy LO tt
stclstso 58 tojodde dzgtOy ' "' g DE BAY 2 dets’ s n desdzsE

0 LO tjLbkd OO&] &Okj BOdUdEEE HBEHj df o O dz
sftotsh j dzO MsteckzClkztedzO MnjBO 11 [ ¢, dzO Btstelskz
1Jd LtsBteOyJ dzO dzO ted M. 1. lteddzydti d [ § 2 dz@\ HtHat
9 jHjdts® MlstekClsbktedats’ MmAjthd (tdf. 1) tetsL ¢ dv dat

—CQ gEo~EaN
O]

- 2 e ————
MoayaerHHEH ceHCOpHHH Baok CexexTop Baok HaBeneHHd i
010K BHABI€HHA HO HefipoMep exxeBoro » c_vup onoay PITHO
m " omnmnanna 1 4

e >
o /e ==
Q o - S

HJE

Baok yopaBdiHHS
. IBOTOM BH.TLA

|

Baox
| HeifipoMep exxeBOTO
| O HIOBAHHA -2
|
|
|

Baor ﬂﬂnﬁhﬂ‘lﬂol

crad l:ll'Sﬂ]Ill
Hﬁ%ﬁl\ie’l’p iB
TA

(Moay.abHmii cencopHHi | TR
briox BILTA - @ <
Kamepa aas _
BizyaabHOL |
opienTanii BILTA
r—= —_—— —
JIazepHEH — Jdearvan BILTTA |
[ aaaeromip BILIA ] B0k BinHA-Ienns I |
Koop IHHATHOI I }
IHep miliHAH oplﬂrraml BILIA I
BHMIp 0 BAIbHHI e B Geumey 1% b |
moayae BILTA s 1 _ﬂ! i-_‘ | o
tmb® S-Sy I ® |
I
| J
T

{ dMufbsh j 20 MistelzC szt de ONE LA 1 15[ qws MY sfisj to.
71



[y d€0 jWjiSkdodssfmls' H'2 11[¢ BEEO Blttd B0

BSH,j & o Odedz L odSsedmlsOdedz" &5 Of OOk BO2' Mt
jWiClsdodzsfmls' oL Ed"HOEZOMY 2dse ' ede Mis! My sl t
GjLEd lsOIsOdazyBEHedds o @) MS &OHO® 0, 8.

WMoBipHICTL cnocTepeXeHHs

tdm. 2.

I didzsok@C. d a8 yddesds, L O tjLizd OO®R] odS§ sdz
AW stedzsOYT 2 dz20 Isjrdesdzse W, odCstedMisOdadzr W'
odtc' "o Olsd LOoHOdzdzg" htsHEts oadwWoedzgfdgdz 11 [ IO M

s dmMsC odSEttedMmMisOdzds HY J 6] dz
1. Wei P. DataDriven ModelingandHigh- Performanceontrol of Multirotor UnmannedAerial Vehicles
in ChallengingenvironmentsURL: https//escholarshiprg/uditemy/7qf3r2f3. 31.03.2024.

aAftfoléevric waftfoAwsr fw 107 R [A[LSURITRM 8
vfflom rtwiyfertwer 1L JR{JITRAUIG

[ 2COh jdeSis Jteffc &t 1/l [l j A Bloi & .1 . ¢ .
[ 2SO j dz@tShchukimB.?
Iy jteS OfM: Sd2 Hjtey Oolxzlf 2o jistg i cilissjdids, ¢ * LSHE@’ dzO
Wzmisdlskls jdzj SlstetsL o Ote® o Odzdz” ' . | . J. 1} Ols
SSARL BBA, Watch, Le Mans, France

Odzsls Ol BB’ odte' hjdO OCkkOd dzO § s dzj &kdzO L OH
BOLd jWijClkdoddR BOCOLSY OttOd Is tefftarszdsis L& Ordgfitsatsj rakts ®
5B dZOH dzgOdzdz? dzO@ " Hfted  d3Miseo OF Htc' BdesMjte' 2 desets o dts
SYy' dzelzy Oz n  f SCjOssdzd @ sydz’ WY j dzdzy  *° Wistedzeo Odgdgw  j W jCls
CoRfsdzj dzs' © L BBljCRGo HOBEBO®REY' dz2¥ o Ogdlz" B OGO OO
Mlso StSjtezlyj o' " o odHOY' toff misalokdzls dztfy st qizinRaz®y * ' Aztidstc ds
BOL jWJCIsdo dzdlnteHSdy dstisteRizjHdeldy B .1 ¥ § dzdzy  * W sSteglzo Odzdzy ' dz!
Codf sdzj dzs' © LEso OF Hic' o gastdsh & dasy fsdede o6s © edpty 5 © @& C
o ZOMIs d o &l jLAkE dsgatsdsts 2 (B H j dz o Odadz” ; o ; ) lsdelsde’j sadaf m  Ofgde jisY
C s dzSQehy'lsgi;te’ ~ © o dHOY' ol ) @ Ddizlsdigsdzd 7 d2W deWetsRO®O Y '; 2 dzd A

sdzt yso ' CfipdRf as@zj dzlsd, Ctedlsjtc’ ", tjdzj @ Odglsdz fMmils! , ' d

72


https://escholarship.org/uc/item/7qf3r2f3

FORMATION OF THE INFORMATION BASE OF EFFECTIVE COMPONENTS IN
THE CONDITIONS OF SMALL -SERIES PRODUCTION

Lukashenko V1, Hrygor O.}, Zubko I.%, LukashenkoA?, 1 arYer D.
Lukashenko V2, Shchukin B.2
ICherkasy State Technological University
2Institute of electric welding named after E.O. Paton oNAS of Ukraine
3SARL BBA, Watch, Le Mans, France

Abstract. The paper solves an urgent problematic task of forming an information base of effective
multi-parameter components for the design stages of relevant equipment ascatealproduction
enterprise by objectively quantifying their performance. The purpose of the study is to form effective an
information base of components based on the results of an objective assessment-péraméter
components by creating criteria for the provision of relevaformation. The object is the processes of
forming information bases of effective components. The subject of the study is the formation of an
information base of efficient components in spsaile production. The research methods are based on the
use ofthe properties of the following theories: conditional modelling; creation of algorithms; zero degree
complexes; criteria for the issuance of relevant information; generalised information models

Keywords: components, criteria, relevance, informatigispalization, algorithm.
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ADAPTIVE DETECTION OF PULSE SIGNALS UNDER CONDITIONS OF
INCOMPLETE DETERMINATION OF NON -GAUSSIAN NOISE

Martynenko S.S?, Kondramashin E.M. 1, Kutyr V.V. 1 Telezhynskyi V.D.}, Krol K. 2
ICherkasy State Technological University, Cherkasy, Ukraine
4 FF GmbH &liméhau, Geknany

Abstract. The report is devoted to the study of an adaptive method of detection of impulse signals
received in an additive mixture with n@aussian interference. The paper considers the problem of signal
detection in the conditions ohaertainty of interference parameters and its changes during the observation
process. An adaptation method is proposed, which is based on the input of the interference parameter
calculation block, which in turn allows to optimally carry out the procesketscting a useful signal. The
impact of various interference parameters on the efficiency of the polynomial algorithm for detecting a useful
pulse signal is studied. The results of the study indicate the potential effectiveness of the proposed approach
in conditions of incomplete certainty of n@aussian disturbances.

Keywords: adaptive detection algorithm, measurement of parameters eGaossian interference,
amount of extracted information on distinguishing hypotheses, decisding.
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FEATURES OF APPLICATION OF INFORMATION TECHNOLOGIES
FOR NETWORK CONTROL OF THE LASER COMPLEX
Pylypenko T., Tuz V.
Cherkasy State Technological University, Cherkasy, Ukraine

Abstract. The article considers tHeatures and advantages of using information technologies for
network management of portable laser systems. The aim of the work is to study the possibilities of
introducing information technologies into the process of managing portable laser systatastio optimise
technological processes at small and medsizrd enterprises specialising in laser processing of various
materials. The main objective is to study the possibilities of ensuring efficient and accurate management of
portable laser systemsing information technology and to identify new ways to improve productivity and
quality of production. The object of the study is the process of managing a laser complex; the subject of the
study is the methods and means of network management using itiéorieechnology. It is shown that
network information technologies can be used to improve the management of portable laser systems to ensure
more efficient (processing speed increases by2A2imes) and accurate (the maximum deviation of the
laser beanfrom the specified trajectory will be no more than 25% of the diameter of the laser beam in the
processing area) processing of materials.

Keywords: information technology, network management, laser machine, technological complex.
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INFORMATION TECHNOLOGY FOR THE STUDY
OF ULTRA -LOW POWER ELECTRIC FIELDS

Tychkov D.%, Tytarenko V.2, Bondarenko M.3
IState Scientific Research Institute of Armament and Military Equipment
Testing and CertificatiorCherkasy, Ukraine
2Cherkasy Regional Oncological Dispensa&ferkasy, Ukraine
3Cherkasy State Technological University, Cherkasy, Ukraine

Abstract. The article presents the results of the development of a new information technology for
analysing and processing experimelgtabtained data on electric fields, as well as testing the information
and measuring system created on its basis to determine and study the power and energy characteristics of
low-power electric fields arising in various microelectronic devices. The aimeowork is to develop of
information technology, based on an information and measurement system, which allows-fwebigjon
research of characteristics and visualisation of the distribution ofloVtraower electric fields in real time.
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The objet of research is the process of hjgiecision study of the characteristics of uloa power electric
fields; the subject of research is information technology for processing data on electric fields, calculating the
power and energy characteristics ofdd fields and visualising the results. In this work, a new information
technology has been developed for analysing and processing experimentally obtained datéoanpaitvar
electric fields arising in microelectronic devices. The developed informiaimology has found practical
application in the informatiemeasuring system, which made it possible to increase the accuracy (up.594).5
and adequacy of determining and studying the power and energy characteristics of electric fields

Keywords: information technology, information and measuring system, electric field, power
characteristics, energy characteristics.
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PECULIARITIES OF APPLICATION OF INFORMATION TECHNOLOGIES IN
MANAGEMENT SYSTEMS OF ALTERNATIVE ENERGY COMPLEXES

Toptun A., BasarabO.
Cherkasy State Technological University, Cherkasy, Ukraine

Abstract. The article provides an overview of the peculiarities of application of information
technologies in the management systems of alternative energy complexes. The main purpose of the study is
to investigate the peculiarities of using information technologi¢se management systems of alternative
energy complexes, which allows unlocking the potential of such technologies in optimising the operation of
alternative energy systems, as well as increasing their efficiency and reliability. The object of the study
the process of managing alternative energy complexes; the subject of the study is the methods and means of
applying information technologies in the management systems of energy complexes. The paper establishes
that the use of information technologiestlie management systems of alternative energy complexes is a
promising area of development. The analysis of the impact of these technologies on various aspects of the
functioning of alternative energy systems confirms their importance for optimisingatiection, storage
and distribution of energy. The results obtained indicate the prospects of using information technologies to
improve the efficiency and reliability of alternative energy systems.

Keywords: management system, alternative energy, informagohnology, power grid.
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METHOD OF CONTROLLING THE WINGS O F AN INSECT-SIZED FLYING
MINIROBOT USING A PIEZOELECTRIC AIR EMITTER

Filimonov S, BaziloC., Filimonova O., Filimonova N.
Cherkasy State Technological University, Cherkasy, Ukraine

Abstract. The purpose of this work is to improve the design ofaitteator of a flying inseetized
mini-robot by creating a new method of controlling the wings using a piezoelectric air emitter.

The relevance of the work is related to the development of a new method of controlling the wings of
a flying minirobot thesize of an insect and, based on this, the creation of a new type of actuator assembly.
The development of such robots is due to use for numerous applications from search and rescue operations
to environmental monitoring and biological research. In additiey can be an ideal device for observing
and studying hartb-reach places with data transmission to the base. As a result of the work, a model of an
actuator for flying minirobots based on a piezoelectric air emitter was proposed and createdrfititne fi
With the help of experimental studies, the rational dimensions of the actuator assembly of a new type based
on a piezoelectric air emitter were determined. In addition, prototypes were created and experimental studies
of a new actuator assemblgded on a piezoelectric air emitter were carried out.

Keywords: air minirobot, actuator, piezoelectric air emitter, monowing, prototype, new method.
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INFORMATION TECHNOLOGIES IN ADAPTIVE CON TROL
OF HIGH -INTENSITY SURFACE MICROMACHINING PROCESS

Chubok A., Tuz V., PylypenkoT., Kovalenko Y., MatsepaS.
Cherkasy State Technological University, Cherkasy, Ukraine

Abstract. The article considers the peculiarities of the use of inform#iimologies in the adaptive
management of the process of higkensity surface micromachining (using laser, electron beam radiation,
etc.) and their impact on the efficiency and effectiveness of production processes. The purpose of the article
is to stug the possibilities and advantages of using information technology in the adaptive control of the
process of higlintensity surface micromachining, which will increase the efficiency and improve the quality
of surface treatment of materials at the micrelaising highintensity heat sources. The main tasks are to
study the possibilities of flexible control of technological equipment for-miggnsity micromachining of
materials using information technology, as well as to identify new ways to improyedtiectivity and
accuracy of the technological process. The object of the study is the process -afitdrighy
micromachining of materials; the subject of the study is information technologies in the adaptive control of
the process of higintensity micomachining by thermal energy sources. The paper shows the possibility of
adaptive control of technological equipment, which allows flexible change of operating parameters (tool
movement speed in the working area, rate of change of energy radiation gwwnge of tool acceleration
in the working area) using information technology and remote control based on a cloud server, and allowed
to increase the system stability by-18% and its operation time by -36% without the need for repairs, as
well as to impove the quality of micromachining results..

Keywords: information technology, surface micromachining, management, adaptability.
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ORGANISATIONAL MECHANISM OF THE SYSTEM OF MONITORING AND
ENVIRONMENTAL CONTROL OF DANGEROUS GOODS TRANSPORT

Borysenko |}, Petrenko K2, Skorobogatova N?, lvanova T.?
National Aviation University, Kyiv, Ukraine
2National Technical University of Ukraine "lgor SikorsKyiv Polytechnidnstitute”, Kyiv,
Ukraine

Abstract. The study focuses on the development of an organisational mechanism for monitoring and
controlling the transport of dangerous goods aimed at improving safety and compliance with environmental
requirements. Thebjectives of the study include assessing the instability of the external environment in a
hybrid war scenario and proposing effective management strategies. The methodology includdesemulti
assessment system that analyses specific environmentakfaod assesses instability. Using entropy as a
measure of management effectiveness, the study evaluates the parameters of the management system througt
hierarchical structures. The results demonstrate the effectiveness of the proposed organisatianisinmech
designed to meet specific system and stakeholder needs, emphasisingssefed governance information
networks.

Keywords: organisational mechanism, entropy, control, dangerous transport

Introduction . In the context of globalisation and integoati governments and international
organisations are constantly setting stricter requirements for the safety and environmental
friendliness of transport, which requires constant updating of management systems for these
processes. In today's environment, deselopment of new technologies in the field of transport,
monitoring and environmental control creates new opportunities to improve the safety and
environmental performance of dangerous goods transport.

The purpose of the work The purpose of the study to build an effective mechanism of
organisation and management of the system of monitoring and environmental control during the
transportation of dangerous goods.

Formulation of the problem. In each specific situation, the methodology of performance
as®ssment may vary depending on the characteristics of the organisation and its goals. However,
it is important to have a systematic, continuous and objective approach to the assessment, as well
as to identify specific actions to improve results. Belowgemeral overview of the methodology
for assessing the effectiveness of an organisation and its manag&hexefore, a key tool for
analysing the work of organisational structures, processes and results is a comprehensive approach
to performance assessmdrased on a multevel assessment system based on the principle of
"from the partial to the general". At the first stage, the instability of specific factors of each
component of the environment is assessed; at the second stage, the overall le\edbibiyimdt
each component is assessed; and at the third stage, an integrated assessment of the level of instability
of the external environment is carried olit |

Solving the problem Thus, when building an effective system for monitoring and
environmenthcontrol of dangerous goods transport, it is necessary to take into account the tasks of
ensuring safety and compliance with the criteria of environmental friendliness of trd@spp#:

The process of functioning of the control system canepeesented as a description of the
dynamics of information flows circulating in this system. The process of obtaining information is
understood as the process of reducing a priori uncertainty. The entropy value is used as an indicator
of the effectivenessf management teams

O 0 aée. (1)
The entropy is used to determine the amount of control information required to ensure the

fulfilment of control tasks. The main result of the control tasks is that the degree of deviation of the
parameters of the controlled objects from the norm should not exceed the permissible values.
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The set of control objectivegs to be realised by the control system is determined by both
external and internal factors.

The set of management objectives toabhieved by the management system is determined
by both external and internal factors.

The goal & &R is a set of requirements and is uniquely defined by the
numbers® Q pMB FQ and®d "Q pfB RQ . In this case, the set of goaly is determined by
specifying the zones of parameter change:

By Gn G 'Q phB hQ 5
o @ G pBAQ ©)

To determine the parameters of the control system, we can apply the method of hierarchical
structures, which ensures the ability tbe control information transmission network to self
organise.

We use the property of hierarchical structures to reveal uncertainty in different ways. By
selecting various features of the target structure and changing their sequence, we obtain variants of
the structures. After an appropriate evaluation of the options, the best one is selected and
recommendations are given on the choice of goal structuring features for the management system.

A control system can be represented by a veétpwhose componés are elementary
material properties. In this caselifis a single whole, then the integrity of the system is manifested
in the interconnection of the components. As a result, when represéntimg have the vector
relatont 4 4, or, in more detail

*

vz
w

- Y Y 8 Y 0
e %% 8% ol ®
R Y Y 8 Y 0

where 0 "0 i the components of the information vectd¢perception) and the material
property! of the system, an® ,'Y , - the intrinsic and mutual permeabilities of the medium,
where’Y characterise and reflect the individual material properties that make up the whole, and
'Y are inherent only in the perception of thevector, as a whole.

Conclusion In general, the proposed organisational mechanism of the monitoring system is
determined by the goals, needs and characteristics of a particular system, and also takes into account
the specifics of the monitored object and the customer's requirements. pbegufananagement
system fundamentally differs from management according to the Telecommunications
Management Network (TMN) standard in that the management information transmission network
is selforganising.The implementation of this mechanism will incseahe efficiency of interaction
between all participants of the system of monitoring and environmental control of the transportation
of dangerous goods, taking into account environmental, safety, economic and social aspects.
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INFLUENCE OF THE CHARACTERISTIC FACTORS NUMBER TAKEN INTO
ACCOUNT ON THE COMPLEX QUALITY INDICATOR IN THE ROLLED STEEL
PLATES MANUFACTURE

Dolzhanskiy A., BondarenkoO., MaksakovaO.
Ukrainian StatdéJniversity of Science and Technologi®nipro, Ukraine

Abstract. For the first time, the problem of the number of selected significant single quality indicators
impact assessing of an arbitrary object on its model in the form of a comprehensive quality indicator was
posed and solved. An appropriate analysis algorithebeen developed to investigate the parameters of the
rolling process to form the properties of a thin steel sheet. The results are consistent with the theory and
practice of rolling production. It was shown that reducing the number of single qualdgtmdi considered
increases the sensitivity of the model to changes in the levels of direct management tools (degree of
deformation and carbon equivalent), but at the same time increases the uncertainty, up to an unacceptable
level, of such actions. The @lined results can be used to determine a rational list of single quality indicators
for a wide range of technical, technological and/or organizational objects.

Keywords: qualimetry, comprehensive and single quality indicators, quality management tools,
sensitivity of the quality model

Introduction. One important of more than 15 typical qualimetric problems refers to the
determination, which reflects the properties of any object model. Such a model should be as
sensitive as possible to the impact in malefiactors changes, which ensures the object rational
management during its operation. In general, the comprehensive object quality indicator is
represented by an analytical formula of the sort [1]:

0 "QOMRKOBO N BB E M h (1)
where p "Q & functions of single quality indicator§) —MB OB o K, 0 i
weighting coefficients ofd; & p Q & technical, technological and/or organizational tools
for direct influence on the object; and the indicataf the object incompleteness description that
is expertly defined. In many cases, when the definition of the object quality model simulation is
impossible, one of the known convolutions a weighted average representing is used: arithmetic,
geometric, harmuic, etc. usually a comprehensive quality indicagris represented by weighted
arithmetic average [1]:

0 B 0 v, (2)
where
B 0 »p (3)

In the process of quality management, considering the results of the processes of creation,
manufacturing [2], and quality control during the object consumption [2], two vectors can be
considered: ensuring the properties of the object while thedevel maximizing; the intention to
avoid a situation characterized byd)a  minimum. This may be formally solved by tie

extremum determining using the system [1]:
— mWBh— WRR— mh (4)

followed by the level management todlg definition.

In cases where the extremum cannot be determined, the rational valuesxf should
be determined by direct calculation. Each of the single quality indidatansl quality management
tools @ may have a different nature and dimension. Therefore, they are rationed using special
methods.

Theoretically, there can be an unlimited number of single quality indicatofsthe object
with theiro correspondig values [2]. At the same time, on the one hand, the increase in the number
of & considered more fully descrilie On the other hand, the presence and (or) too high level of
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some unimportant factab may unreasonably mark dnand reduce the adequyaof the object

quality image by its model (2J.herefore, the task arises of rationally reduainthe number of

those considered with assessing the influence of their number on the sensitivity of the model to
changes in levelgd. Such actions requ reconfigurationd according to (3) considering
indicator.

Formulation of the problem. Until now, an algorithm of actions regarding a specific object
has not been developed, considering a rational number of individual quality indicators, with an
assessment of the sensitivity of such an information model to changes in influencing factors.

The purposeof the work wasto justify andinvestigateheimpactof theappropriatenumber
of considered single quality indicators on the quality and sensitivity of the object model to the
controlling influences of its management tools.

Solving the problem.On the basis of data [3,4], the quality management éoaidich effect
on @, became: the total deformation degitee - ¢o@®Bwq¢ K 0. 66é0. 92), and
steel composition. According to the data [3¢d] 6O 0 0&o@ TP BT XPB. As
singleindicators of the quality of an object, dependingibased on the documentation [3,4], the
following initial lists of¢ single quality indicatorsd with their ranges, weighting factoos , the
object incomplete descriptiain (the first index corresponds to the number of the indicator, the
second to the stage of analysis) was expertly determined:

- the indicator I the modulus of the sheet thickness relative deviabion yQ.Q ™ P X

on its nominalQwith the weighting factop T8t 0 The growth of @ reduces the complex
quality indicator0 ;

- the indicator 2 the ultimate strengtth ,, ¢ L 8ty T MPawith the0 ™} Xthe
growth of& increase® );

- the indicator 3 the yield strengthio p wd X @ MPawith the v @ T(the

growth of® increases );

- the indicator 4i the Brinell hardnessy 06 @ 1 8ip Y wwith the v T8t x(the
growth of® increase® ;

- the indicator 5 the relative extensio® p B ¢ Wo with thed 1 the growth
of & increase® );

-the indicator & & | 8

T® 8 1o U the degree of height roughness approach

8
of the deforming meta¥ g to the roughnesy¥ g  of the roll surface with the T8t »
- the indicator 7i & Y o P 18 o TE the ratio of sheet neplanarity 0 to its nominal

thicknessQwith thev T8 ((the growth ofd decreases);

- the indicator 8 specific energy cost® 0 @ 18 p ¢ KW*h/t during production with
theo T® p(the growth ofy decreases);

- the incomplete object description 1@t cChecksum is 1.00.

The algorithm has been developed to investigate the parameters of the rolling process to form
the properties of a thin steel sheet according to (2). The analysis was performed for optlons taking
into account a complete list of 8 parameters, 3 parameiegée guality indicatorstd ,, , ®
, and® 0; d 4 parameters: single quality indicatabs: , ,® , ,® | and® 0.

Conclusion.The results are consistent with the theory and practice of rolling production. It
was shown that reding the number of single quality indicators considered increases the sensitivity
of the model to changes in the levels of direct management tools (degree of deformation and carbon
equivalent), but at the same time increases the uncertainty, up to anptalectevel, of such
actions. The obtained results can be used to determine a rational list of single quality indicators for
a wide range of technical, technological and/or organizational objects.
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COMBINATION OF ROLES AND COMPETENCIES IN THE PROJECT TEAM

Lukianov D., Kolesnikova K., Mukhamediyeva A.
GIGACIoud, Kyiv, Ukraine
International IT University, Almaty, Kazakhstan

Abstract. The article discussesnaodification of Edward de Bono's "Six Hats" method for assessing
the effectiveness of project managers' team and individual work at the project initiation stage. Combining
various techniques increases the efficiency of generating ideas and forming & plesjedhe proposed
approach makes it possible to improve individual and teamwork efficiency when initiating a project.

Keywords: project management, idea generation, prc
Bona

Introduction . In the modermractice of professional project management, the techniques of
"mind mapping" (the method of drawing up "mental” or "intellectual” maps), "brainstorming” (the
"brainstorming” method), working methods using the Crawford map method, etc. have recently
becomevery popular. However, as a rule, all of them are only one of the elements ofchiesio
"methods and tools" for developing an existing project idea. However, not all methods are universal
enough; they can be used both for working in a group and alone.

Experiments were conducted to discover an effective way to develop innovative ideas
individually and as part of a team. Over 100 groups of approximately 1000 participants were tested
using various techniques. The results showed that the "Six Thinkin§ idateod, proposed by
Edward de Bono, an expert in thinking problems, was the most effective. Individuals or teams can
use this method to enhance their thinking process. [1].This approach's main advantage is that it
forms a single direction for further wothat is understandable to all project participants [2].

The purpose of thework The purpose of the study 1is t
make it possible to evaluate the effectiveness of team and individual work of project managers at
the stage oproject initiation.

Solving the problem The essence of the "Six Thinking Hats" method is a comprehensive
analysis of the project concept (idea) from different points of view, each of which is assigned a
specific analysis task or "thinking hat". Each daf #ix hats have its own color: white, red, black,
yellow, green, antlue. The color of the hat determines its name. De Bono offers the some
characterization of each "hat" [1].

E. de Bono suggests assigning diihtheproeesst r ol
of discussing ideas and assessing the effecti
processes in generating and shaping the main ideas of the project.

According to the law of project initiation [3]: "The project team,tiidbulent environment,
and the project itself constitute a system in which existing relationships determine the outcome of
the project.” The synergistic effect of teamwork arises based on voluntariness and the informal
distribution of various role functi@related to the level of specialization and competence necessary
for the project's implementation. At the same time, teamwork is always associated with competition
among participants for resources, influence, and image, which can lead to conflicts. pogksin
management has two main approaches to team formation [4]. The first is based on strengthening
and developing teams that have formed naturally. The second is focused on a conrijatedcy
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approach when ensuring project work and distributing rolebe team by the project manager.
These approaches aim to increase the team's professionalism by combining the roles of all
participants and creating conditions for conffite team interaction.

Each team member has undeniable strengths, which carekeesses under certain adverse
conditions. For example, idea generators may come up with many ideas that cannot be implemented.
Managers want to complete the project so much that they often present stakeholders with an
unfinished version. To ensure effeetiteamwork, it is necessary in such a weakly structured and
unformalized system to select precise roles for each team member [4]. In practice, when selecting
team members, the principle of competence encounters contradictions in role preferences. This
means that two or more team members strive for the same role in the team.

To manage the process of generating innovative project ideas, it is proposed to modify the
approach proposed by Edward de Bono [1]. He assigned the roles of the participants aazording t
their thinking types ("hats") and, in the conditions of such a static team structure, searched for ideas.
In contrast to Edward de Bono's method, it is proposed to approach the development of an idea in
stages, and at each of the corresponding stadgésama members "put on” the same "hats."

In realworld applications, mainly when working with student groups, the combined use of
several techniques, as outlined in our proposed method, has proven to be highly effective (Table 1).

The "Order of work" colum indicates a rational sequence of work steps in student groups
when the input of the first of the "Red Hat" subprocesses is not specific information about the
project. Still, there is a need to generate ideas to attract students to work on the ptbgactAtir
this step, as a result of analyzing the contradictions between the project's desired goals and the
project's existing capabilities, the ideas and objectives of the project related to its mission are
verbally formed. The content of this step istgquully defined by the following expression [3]:
"Project planning begins with the result." Yellow and green "hats" complete the formation of the
project's main ideas.

The state of the white and black "hat" allows you to identify threats to the prdpechlde
"hat" completes the process of generating innovative ideas with their transformation into specific
project work plans.

Table 1
Correspondence of robot methods and tools when forming a project idea for further
work in a student group (

Type of hat . .
Work according t¢ Tools for working with 2 The result of working with the group
order group
E. de Bono
1 Red Mind map Map of group interests, project ideas
2 Yellow Stakeholder Analysis |Map of interests of potential stakeholders
3 Green Brainstorming Decomposition of project results
4 White SWOT analysis Description of the strengths and weaknesses
the project team
5 Black SWOT analysis Description of opportunities and threats for
project
6 Blue LFA  matrix, ProjegList of works, results and their metrics. A pro|
planning  based olplan that includes a project deliverak
PMBoK PMI knowledg({framework, a project breakdown into phase
areas, 1ISO 21500 stand{work breakdown structure, a project netw
schedule, a budgea responsibility matrix,
project communications plan, a risk manager
plan, and a procurement plan.

Conclusion The paper proposes a modified appr os
allows you to evaluate the effectiveness of team andichgi work of project managers at the
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stage of project initiation. It has been established that when forming a project team, it is necessary
to take into account not only the competencies, but also the role preferences of the participants in
order to avoiccontradictions in the distribution of roles.
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Abstract. In market conditions, there is a need to ensure the competitiveness of organizations focused
on global standards in the field of general quality management, as a complex multifunctional element and
the use of modern, scientifically based organizationalagament systems in its activities. The development
of information technology for antisk management of development projects of housing and utility service
providers is proposed, which is an effective tool that allowed to reduce the impact of riskieatgldn the
project, and the developed measures of their management made it possible to reduce the impact of high and
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OF IT PROJECTS
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Abstract. In the work, the authors propose information technology for creative management of IT
projects and the corresponding structure of the database based on the application of a genetic algorithm,
which is used to solve the optimization problem to achieve their maximum efficiency. Criteria for selecting
the best team members include experience, skills, cost, compatibility, and empathy. The proposed
information technology for creative managemeniToprojects has powerful scaling capabilities that allow
it to effectively cope with the increase in the number of data and users without losing performance and speed.

Keywords: IT project, structure, database, information technology, creative management.
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CONCEPTUAL MO DEL OF DIGITAL TRASFORMATION OF ENTERPRISE
MANAGEMENT PROCESSES

Bieliatynskyi A.l, Baku? i BoaRYyiKigs. Puven [.
INorth Minzu University, Yinchuan, NingXia, P.R. China
2National Transport University, Kyiv, Ukraine
3Cherkasy Stat&echnology University, Cherkasy, Ukraine

Abstract. In the work, the authors propose a conceptual model of digital transformation of enterprise
management processes, which includes six stages and presents an integrated approach to digital
transformation. tlis proposed to use omnichannel marketing in the presented model as a modern business
approach to increasing the efficiency of digital transformation processes and increasing customer experience.

Keywords: omnichannel marketing, digital transformation, nagement processes, conceptual
model.
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APPLICATION OF GEOINFORMATION SYSTEMS IN CITY ENVIRONMENTAL
MANAGEMENT PROJECTS

Bieliatynskyi A.%, Bakulich 0.2, Samoylenko E2, Holodenko V2, Kis 1.2
INorth Minzu University, Yinchuan, P.R. China,
2National Transport University, Kyiv, Ukraine

Abstract. The paper presents an assessment of the level of air pollution using geographic information
systems in projects for managing the environmental condition of the city. Using geographic information
systems, modeling and visualization of the levediopollution within the metropolis were carried out. The
results of the study will make it possible to monitor air quality in real time and introduce environmental
protection measures.

Keywords: project, geographic information system, pollution levelimmmental condition.
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FEATURES OF TIME MANAGEMENT OF IT PROJECT TEAMS USING THE
STEPHEN KOVEY QUADRANT

Borisov 0.V}, Borisova N.I?
ICherkasy State Technological University, Cherkasy, Ukraine
2Devlab Ukraine LLC, Kyiv, Ukraine

Abstract. In today's informatiordriven world, where time ibecoming an increasingly valuable
resource, effective time management is becoming a key factor in achieving success and increasing
productivity. Using various time management techniques allows IT professionals to structure their work,
set priorities, avoitverload and focus on the most important tasks. They help to better organise time,
allowing them to use it more efficiently and achieve their goals. Experimenting and continually developing
time management skills can help you improve your performancadneve your goals.

Keywords: IT-project, human resources, time management, virtual teams.
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THE MODEL OF FORMATION OF ROAD TRANSPORTATION PROJECTS
PORTFOLIOS

Danchenko O., Kulikov O.
CherkasyState Technological University, Cherkasy, Ukraine

Abstract. The introduction of portfolio management of projects in the field of road construction
creates the potential to improve the efficiency of management of various projects, and the FEFO, FIFO,
LIFO and HIFO strategies proposed by the author are recommended to be used in the process of including
projects in the relevant portfolio, depending on their time and value relevance in a certain period of time.
The "Compass" model, in turn, provides an oppaty to determine the priority of the project for its
inclusion in the portfolio of projects, taking into account the available resources (material, financial, human,
etc.).

Keywords: project portfolio, road construction, conceptual approach, management.
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VALUE -ORIENTED MANAGEMENT OF PASSENGER TRANSPORTATION
PROJECTS UNDER THE CONDITIONS OF DIGITALIZATION

Ishchenko V., Kravchuk I.
National Transport University, Kyiv, Ukraine

Abstract. In the work, the author reveals the effectiveness of the implementation of information
technology achievements in valodented project management in the extiof digitalization of processes
and services. It is substantiated that the modern toolkit of project management, complemented by the toolkit
of digital technologies, improves the operation of the transport infrastructure and makes the provision of
services to consumers of passenger transport qualitative and effective. It is noted that with such a
combination of progressive methods and measures, the main task of the value of the project is solved
providing passengers with higével services.

Keywords: project, passenger transportation, digitization, vaitiented, management.

I MsktfesyimMd H'  HYdOdZ LOYy" °, wg° 9 HBlEko O¥ Iss
LOdzd h O Is! tsfls ts te 5 dz ‘ G Odzlz L ¢ fOMOydtem: Cdna J
Bsy dzdsgt®¥M j Wi SCIsdodetsets tesLodlsSCkz cOdzlzL * .

| Bdztso detse  3j Istst B tcOQo dz' dzdgv fHtets' ClsOdd dzO

Y ' dzdzts fylsy @S d[21 | yis Zdz dgldase Odzd 2 ' HE'H o LkftOe dz d
Msetss MEzyoOmdzed?2 ' dzMistclz d3d dzls Ots Isd e fdddas f o Eatiatz ' Is daC

[ilO tsBbktH ] dcdmistclzo Olsd f jtejoOcd oftctso OH
' dedes gz dzlsso Odzj EZftcOodz' dzdz? ftes’ CIsOdRd § OMOY d tef

] sMisOdzeso C O . ff tesB g @3d § OMOY Jtefm! € dn fjtojojLjo
Hisfiskz dz' fhls' o Ogtdao e tots dz 2 ftsofmwCHj dzdztsdzlz  x dIsl
! s6BHj dadgv , O LOHBoBdzj dzdz? to' L desd3Odz’ Isdedn ff tsls
StecOdz LOY' ', jWiCSlkdodsmls' SO otcORko Odzdg" Mk yOof
HiSL @ sdzv 8 Is  defiidftdsatedsls dB "l @ H tsMils 2 f dzd d3, B4 LU Jjydsd 3,
mMftsydeoOy' @« ydr fsohmdzkze.

[ Mdzs o dzO Y Ofhlf dedz® OH Y J dedz? tSMisOdzdz’ = tetsL esB 5C
HISLstsde‘ LOBjJL judlsd jWJjCIlsdedai LH'2Mdzj dedzv tc°
o' HESBHE®NO'UjtejL fJtedLddz o dg@ o3 L Oy' ° 9 dlstcOIls dzO
y' dedzsfls’ fs’ Skiz.

dzyomdzs ‘" dWstedsOy' 2dz' L OfmsBd o fMmj B'dthJ tsn s
9 d&Odzys cOn fBMisOYOdzdz?r MlsOdzd B dzr W HEBMEOERE, WE
BEHY jIlskzo Odadz", ftsBkHBOd dzse' Misdydedrn "N dzv n ' 9.

109



I dashnwyd y! sets, oddzdSO° dzjtsBR’ HdZ Ml OCI

L
o MUjtk (OMOYdusfjttjojLjd LOHA (&S0 ddz
stcOdhy stelsded & sk ¢ .
UjodgH j dzy' 0 ) defiplasteilzjediedzy, HhjREE C dz b ' Ms) f shdzke
Mz yOfd ydWtses' Isjrndsdkse ~ L &iktss LO0BjLYJ U

f smdzlz ¢ (tec[fn 1), It B Iss H'HYdIsOdz LOYy" v o {tofs
RSy dzd o sMis’ daddw WASEMEO jdzOH Odzdzy § sz § OMOY 6O

{dhAdWtese ' Isjndsdse' '~ o MWjt' dOHOddzY { tsf

[tsB' dz &z HBHOISCd HtsLoatBdwEIs! LH"2Mdzs 90Isd L O
ts dzdzO 2 dz, 9 HMIsj ko Olsd d&Ot" tclz Hzg ts DD Iswsdzlic O tizilp§ s tc KL
tesL CdzOHE tkrakz, LOBJjLYJjykst yd Lkzydzz oL O° d3dtsH "' &

l S stedmMsOdzdzy BOLd HOdzdr SO OdzOdz' Isd ydz' tefsL te
sflsdd3’ L zo Olsd ME dzOHdz dBOwLh telzlsd, MY tctsa tfidsdzia O
¢ ‘'HddzO0 f ZOLW stedzkG, WwWCO tBO' Hdzlkz' tc' L dg odHd I
fOmMOydte' o .

I My odhi Jtej dz' yJ daj, csoastedlsy ftets Isj, hts
fJdtedojlLjd dzd sBr ' Hdzs totsL 2d3" Isd d3dztgpffdzlz¢ d£¥ taydsle jdt

Eyomdzd ¢ o s Clskz [ 2], O LOMsBOMR L OHA&YW HtsMVY
dso sets ff 5 cdz' dzdgv .

l dfmdeso CUdf tcso OH Y jdegdg" H' HY dlOdz' LOYy'° o ftets' Cls
LO iy fodWilslsw ¢ oHBME tsdz0 dzjcdidz" élzOls tiz @ d2fy tfutste ls di©
f ' Hodh j dadaw CsdzeS Ztoj dzlstsf tots dzts ) detsfiyls SO L OBjL{

sBMdzzctsolzo Odzdz?  OMOY dte' o, 1 &2¢ gl ozdzs etz § 1§ 'Stz
ELesHy ko Old fltcjBd, "¢ CstgmMblzth ®OYH dOdztlzOC L * * &
Bd mdzj dede” d3 [ 1] .

s dmMsC odSEttedMmMlsOdzd HY J 6] dz

L1 Odeyd dzS s [ . 1., 105" B fstf . dzlsus®@ O dapO k[f .tc)0.0 dX ‘dabiatz’ fll;dg
ftosj Slskz. 1 ' Mdds 10y sdOd dtsets Isjrd ydese s kdz' o4 to
Y tcOo dz' dzdzv f stelsW j dzv &3, ftctse tc O30 3 Is O-31.s j € Is Od3
10.20998/241:38000.2020.2.4. URL:
https://library.krok.edu.ua/media/library/catey/statti/danchenco_0024.pdf

22 wh jdeS s 1. ¢. o dzOdz' L thBddetsMmisj 2 v fie®d d&isdzder § OBE)OY
mM¢ zOn dzd = fgdffhlej i32024. -~ 57.

110


https://library.krok.edu.ua/media/library/category/statti/danchenco_0024.pdf

w AftfoAwsr ¢ srmy [ fLwe JTRYVOY[LLC t wliy wl
Jtw{troprowl 1 o0l oéolJwirtw i flsuodfRr

[OCMddssh ., vedbkm 5. 1.
Yj®BCOM $d2 HjyOodd?2 Isjrdesdse’ yded?2 bkdz o]

b dztsls O 'OY dzd o ts5¢ kO OCkkzOd dats® ftotsB dzj dBts ® ) Z{ toC

odz' dzdzv tdLdSCOBd. J[Hddd L ofkzdvicdds ' dhistclzd3 c
ttdfmstsokz’ Is' Mwvw 2O JwLOCIsdy', * &BibtsH &OLtedy’ tod
dz': eodMmMsC¢d?2, MitwjHdz 2 ° dzdL* Cd2 L O HoasdRBO Ctdls
ded C dgj dedz? © ftots' Cls' . 1ltod odCttedMmlsOdds yY! st d&jls
ieste’ ' tdLdS¢' e o' HdzsMmdls: Mw Hpazgdiz® WL E&B Cd BPE
4ZOH Oo Oo sy dzdoe ' Mls! d3j dzj HY jtelz s  Cl' o HEMdk: Is
zd e tsfmils' , dgj BRIk ydm! ddhj HeatsdRBO SCtdlsj te" W did.
d
d

ng
O]

2 BIbtsH HAzv OdrmQdz’ Lt Td2Acd'L d ¢ ez fde@Y Clst  BSHIW " €t
¢C'e9, hts dOHO' Bsy dzd o ' Mls L odMmsCtss Issyds flss
Cldzt €" Mlsy Ctedlsjte’ "o, dz' )y bLwOHdY 2dzd?2 d3j Ist
sitcttt o wOYOs Is! Mw o' stedlsjlsd dLds&' o9 O "7 o
hg yjttekz, Isdrmn L ddr, hts 3Ot Ils! dzOQedh ' o' stcdlsy
Qo dz' dzdzv todLdC O3 Htes' Clsz ( Proj ect BRIiOsks sNbajrisady e r
Lk YyJ2 ®&BilstsH, ¢ mphMRtigs SHdsoOb | Misp tlis'] dzBo It
mMdWw " ¢oOoy' ’ tedLdS¢ ' 9 Ek tdydd s dzdzO 2 dz, oqdL dzZOyo 1
tsd3j dzH Oy * CstedMmMiszo Oykz his@ sz g O&ksdedzy wdavd Sl @f B
fto' stedlsjlsORBd k£ odedzwH' tj' Mistelz tedL ¢ o.

s dz¢ Yytso ' ' figaktsgc@O Y 2 dz2O0 Ijrdsdzse ' v, s s, EZ§twOo d
B ssH BOtedy' tdLds¢ o, dBIilbsSH OO Lk ' ttOtrn" 2, &l

0@ 00 o=
)
)

G =
Sy

FOFNIIDFEQODNO FORN

Q-
POOFE G ©x

INFORMATION TECHN OLOGY FOR DETERMINING RISK LEVELS AND THEIR
PRIORITIES IN PROJECT MANAGEMENT

Maksymov A., Tryus Y.
Cherkasy State Technological University, Cherkasy, Ukraine

Abstract. An important and relevant issue in project management is the problem of risk management.
One of the most prevalent project risk management tools in practice is the Risk Matrix method, which
categorizes risks into three levels: high, medium, and low. Hutégorization is based on two criteria: the
consequence of the risk on the project and the likelihood of its occurrence in the project. The application of
this methodology occasionally presents challenges in accurately categorizing specific risks. In such
conditions, the problem is to develop a method that would allow the project manager to fairly accurately
classify risks according to different levels of importance, without being limited to only two criteria. The
research proposes and justifies a new nethoproject risk analysis, which is a combination of a modified
Risk Matrix method, which provides the ability to assess risks with high accuracy on a broader scale and a
greater number of criteria than the traditional Risk Matrix method, and the Antdlgtarchy Process (AHP)
method, which determines the priorities and ranks of risks to prevent and mitigate those with the highest
priorities first. In order to implement the method, a Project Risk Management Model (PRMM) was created,
an algorithm implemating the method was developed, and on its basis a web resource was created that
enables the automation of the online risk classification process, determines the priority of risks and their
ranks, and also provides the user with recommendations for attigmevent and eliminate the highest
priority risks in the form of a risk register.

Keywords: information technology, project, risk management, risk classification, Risk Matrix
method, Analytic Hierarchy Process, decisinaking methods.
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Pairwise comparisons by the criterion "Likelihood"
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5.12470 0.03117 0.02759

fdf). 4. (jLbd SOk §OLdGses 56 odvddy oL

Risk levels and risk priorities

Risk titles Risk values Risk levels Risk priorities Risk ranks
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A2  Market risks 0.09000 low level of risk 0.06964 5 : i:
A3  Risk of changing requirements 0.45000  very high level of risk 0.21390 3 e
A4 Cybersecurity threats 0.63750  wvery high level of risk 0.27601 2
A5  Software gquality issues 0.49500  very high level of risk 0.29494 1

tdf. 5. 1 HMkkCse' twjLbkd kOId L ' oad"&d tedL d

rdzv o dfOHSCE ttsLtcORkzdS 9, LBKGOYJjdda dO tdf.
B Yy BHEZOCSesE (1) kO MdzOBStss (3) HjtejdOcmys 2
sB dzOMIs® HEXYJ] odM&Y tsdsts Otf 'dzy dziehs itdafpfid €S af (3’ dzdf o d d3ts
ftots' PaSle OctetsL d o GPsiggjdte St joy W, ¢ " Mmilse f totsc tc O dzdzts «
sB dzOMils' MJ toj H dz'Cilfcrsds eI adghr? ts dztf d3 ¢ tlzd e fzOdrflls , df LH
o' o dzv @ tsdEI'Opidyd dz2C s ' tedL dS d.

l dMmdes g OkC s 0 dtsodL dgO@ HBMdz' HY jdzdz?  sdzv ¢ O
tedL d<¢ Odzd ftots® CIskz (Project Ri s k Management
sB tkzdzlstso Odets d3j IsSs'Ho Hidtw ts ‘OOz LWzC de L'd S tsd3B " dzO Y
BOLtedy' wWdLd¢ o9, hts dOHO' dBsydzde Mis! L oadmMtsl ts
hJesCtss hCOdztss ' B dzr htse C' dzr €' Mlss Ctedlsjte’ ' o,
P teOter ' 2, LBt HBEHOBOEWI MY fo! stedlsilsd wdL ¢
tej Mkte &BO* Licydzd?2 1O ' dzsk’ sdodets LtetsL 2d3" dzd 2
QolssBOILzZo O ftesyjMm tLftsH &z ttdL ¢ &9 L O ¢
fto' stedilsjls’ o te@dzd'Ce 0 ds'OL O L o OIsd tojL Ezdz IsOIsd
LGszJtGIstlsq tcj Mste tedLdC" & L toj Csd3j dzgH Oy' v dzd
d S J ted d3j dzls Odz' dz' tcjLEzdz IsOIs(d f "  Hlso jtoHY kz¥ Is! [
CdzW stedzOy 2 dztsC totsL & GsiddisE O dzdzh AV OH Oy k2§ tcO9o dz' dzdzv

s dmMsC odSEttedMmMlsOdzd HY J 6] dz

1. ISO 31000: 2018. Risk management Guidelines. Official edition. 2018. 16 p.
https://www.iso.org/obp/ui/en/#iso:std:is0:310002d v 1 : en ( HOls @202 j tedzj dgdzv : 3

2. Anthony (Tony) Cox, L., JrWhat's Wrong with Risk Matrices?. Risk Analys2§08.28. P.497-512.
doi:10.1111/j.15396924.2008.01030.x

3. Duijm, D.J.: Recommendations on the use and design of risk matrices. Saf. Sci. 76 Z1)(2[BEL5).
doi:10.1016/j.ssci.2015.0214.

4. Thomas L. Saaty, The Analytic Hierarchy Process: Planning, Priority Setting, Resource Allocation;
McGrawHill International Book Company, 1980, 287 p.

114



w 1 foAwsr ¢ vrmy L fLwe vigolfwrc wraft ¢
tRYRsOSIR 1 V1t flsuvom 1 uvfflom ArRAtUUlw vt d
Rychlk Al 4 j &3S%s [ jhwtd 2f Qohuds [jfus jtofdzC s ¢ .

1L odz University of Technology, @r, Poland,
y jeCOM* €d2 HjtyOodzd?2 Isjrndesdzse' yded?2 kdz o j
3 0y sdzOdz! dzgd?2 kdz 9 jtemdlsjls ¢JHjiMm! CO sd Is
A0y BdzOdz dzd?2 bkdz' 9 jtemMdBHiR COUWOB fzPE Dicise Odzdzf d T ¢

¢ dztsls Ony ' Mz y O M dztsfigzizte jBH 5 edzf iy Hi YydWtwctse O IstcOdzmW s5tc 3
d¢ dzj dedgv ' dzW? sted3OYy "’ 2 dad n th’Lq’Q 9, ttLitsBC O ' da¥ tstod
deoddd o ftes' ClsOr © Ed@itceo Of yYydWtttse s’ Istcddam® t'tc’ 6O
stcd tcsB tsilsd HtsSo SHWIs! | h ts CdeW BtedzOYy "t 2 dzO IS n dzfs
sted Mis Odzdzy * da¥ stedkOyY*' 2 dedr toj Miztem' o (o dwe dzj dadav, C
Qo dz' dzfp? €0 ' h jdz kO kM hdsfyls'® toj Odz' L OY' = ot
sdzs yso ' izt @tc 3Oy’ 2 d20 Isj m desdzts@ " W, CdeW stedzOYy " 2 dz
tcQo dz' dedz", ftosetcORBdd?2 JtotsHEZCIs.

INFORMATION TECHNOLOGY FOR MANAGEMENT OF INFORMATION
RISKS IN PROJECTS UNDER THE CONDITIONS OF DIGITAL TRANSFORMATION

Rychlik A.%, SemkoO.?, Bedrii D.2, Marshak 0.4, Nesterenko A?
1L odz University of Technology, @I, Poland,
2Cherkasy State Technological University, Cherkasy, Ukraine,
30desa Polytechnic National University, Odesa, Ukraine,
“National Shipbuilding University named aftagrAdmiral Makarov, Mykolaiv, Ukraine

Abstract. In the modern business environment, where digital transformation creates certain conditions
for the emergence of information risks, the development of information technology for managing
information risks inprojects under the conditions of digital transformation of business is an important task
of the organization. The authors of the work prove that information technology allows to increase the
efficiency of the use of information resources (detection, aiglgssessment of risks), which will contribute
to the adoption of management decisions and the success of the implementation of the organization's project.

Keywords: information technology, information risks, digital transformation, management, software
product.
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THE USE OF DIGITAL TWINS IN DIGITAL PROJECT MANAGEMENT

Teslial.1, YehorchenkovaN.?, Khlevnal.3, YehorchenkovO.?, KataievaY.?, LatyshevaT.3
! Cherkasy State Technological University, Cherkasy, Ukraine /
Baosteel Engineering Technology Group Co., L@hine
2 Slovak University of Technology, Bratislava, Slovakia
3 Taras Shevchenko National University of Kyiv, Kyiv, Ukraine

Abstract. The article considers the issues of using an approach based on the construction of digital
twins of projectoriented productions in digital project management. It is shown that digital project
management is aimed at minimizing human involvement in projaogement. Based on this, the necessity
of using digital twins to integrate the project and production activities of projemited enterprises in the
machinebuilding, aircraft, engineering, and metallurgical industries is substantiated.

Keywords: project management, digital twin, digital project management.
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FEATURES OF TEAM MANAGEMENT IN THE CONDITIONS OF
REMOTE WORK

Tkachenko Y., Tryus Y.
Cherkasy State Technological University, Cherkassy, Ukraine

Abstract. The work considers the features of team management in the conditions of remote work.
Basic aspects of remote team management such as planning and coordination, commuaridatithers,
are covered. Special attention is paid to the use of specialized software for remote management. The model
of team management in conditions of remote work was prosed based on information technologies. It is argued
that properly organized renmteam management work can not only ensure the effectiveness of the team at
the levels of work in the office, but also, under certain conditions, exceed it.

Keywords: information technology, project, management, team, remote work.
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BUSINESS PROCESS MANAGEMENT FEATURES IN ENGINEERING
COMPANIES

TkachenkoF,Danchenko [.
Cherkasy State Technological University, Cherkasy, Ukraine

Abstract. In the work, the authors reveals managemgmicesses in engineering companies,
considering their specificity. Thmain problems of development of the engineering services market in
Ukraine are highlighted, such as a shortage of qualified personnel, an imperfect system for determining the
cost of project works, and others. Special attention is paid to the pecul@ritiemaging business processes
in engineering companies, in particular the necessity of quality control and fogded activity. It is
noted that successful management of business processes in engineering companies requires a deep
understanding otieir specificity and the application of modern management methods.

Keywords: business processes, management, engineering, engineering companies
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INFORMATION AND COMMUNICATION TECHNOLOGIES FOR CONFLICT
MANAGEMENT IN DISTRIBUTED IT -PROJECTS
Torba T.%, Fedotova N?
ICherkasy State Technological University, Cherkaigraine
2KROK University, Kyiv, Ukrainé

Abstract. The author's work reveals seven types of toxic employees that can exist in a team during
the implementation of distributed IT projects, and also offers ways and methods of preventing working
relationshipslt is noted that the toxic behavior of employees can appear as an obstacle to the success of the
project, after which it creates conflicts and reduces the productivity of the team. It is justified that the project
manager needs to be especially importanthis phenomenon, after which it can significantly affect the
result and efficiency of the team. Control and support of creation with the hdhfoofnation and
communicatiorntechnologies used to manage such situations.

Keywords: creative conflictmanagement, distributed 4drojects, toxic employees, projects, project
managerinformation and communicaticiechnologies.
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MEASUREMENTS OF CONTENT IN AREA OF SOFT METROLOGY BY ARTIFICIAL
INTELLIGENCE

Bubela T., Yatsyshyn S., Skoropad P., Kuts V.
Lviv Polytechnic National University,viv, Ukraine

Abstract. The aim of investigation is to analyze the possibility of artificial intelligence (Al) to help
overcome the number of obstacles angdriove the quality of teaching and the achievement of the final result
by measuring the content of the lecture material on the one hand and by measuring its digestibility on the
other hand. Simultaneously, metrology is involved in collection and proceskinfprmation being the
foundation stone of cybahysical systems as the base of Industry 4.0. Here, Metrology 4.0 is continuously
developed mainly in multifactorial measurements with quality and risk assessments of products and services.
So, the role bmeasurement technologies is permanently growing and Al implementation becomes necessary
which is studies in current issue.

Keywords: Soft metrology, expert assessment, artificial intelligence, content measurement.

Introduction . Artificial intelligence is revolutionizing content measurement by automating
and simplifying the process of data analysis and interpretation, which is especially important for the
operation ofobjects of critical infrastructuréOne way to revolutionizeontent measurement is
through the use of machine learning algorithms. These algorithms can analyze vast amounts of data
to discover patterns and trends that would be impossible for humans to identify on their own. That
is, in contrast to the traditionake of Al in purely linguistic (texts description) or economic (to
promote the companyods products) <cat eidfistof e s, i
all, training teachers with material for teaching and later training students with méberial
perception, assessment of the level of their assimilation of the material and finally to the analysis
of the results of assimilation and changing the emphasis and concepts of teaching. Here you can
rely on ChartGPt or Jasper Al-Bl.

The purpose of he work. The current issue studies peculiarities of the artificial intelligence
implementation for quality assessment of production and services.

Formulation of the problem. Application of artificial intelligence substantial depends of
pre-accepted as wortkg algorithms of research, i.e. from the preliminary expert assessment of the
state and methodology of the approach to the task and its solution. Dissimilar studies try to consider
particular approaches basing on specific algorithms as well as differantks o f Al . Let ¢
them based on various tasks of sciendiipplied and educatioratethodical plans.

Solving the problem There are several different types of Al used to measure content, each
with its own strengths and advantages. One type of Al used to measure content is machine learning.
It is Al-subset that involves training algorithms to examine data and make presifzdsed on that
data. In content measurement, machine learning algorithms can be used to analyze vast amounts of
data to identify patterns and trends. Here, follows the next IT probtesithe problem of obtaining
reliable data from sensors, that tse toroblem of the lower levels of the Cyiitysical Systems,
which provide input reliable information to the higher layers, which already process it.

A) For example, the course "Fundamentals of thermometry" involves the study cdmiact
means such am IR thermometer. This is a qualitype device, the readings of which depend on a
significant number of factors, often not controlled and not measured. Among them are such factors
as the blackness coefficient of the measured surface, which is unknanamiathe temperature
distribution over the area of the controlled surface, and the physical parameters of the surface itself.
The involvement of Al for the analysis of data sets can have a tangible and visibleGffect [

B) The subject "Qualimetry" sg®s to be the most promising, which is based on the study of
special approaches to the assessment of quality pararf®t8iswith the aim of characterizing
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objects (goods, services, etc.). It is precisely by this founding provision we become closer to
involving Al in measuring the content of information.

The research subject of soft metrolo@y lpelongs to the field of interdisciplinary science
aimed at supporting the development of new methods and research methods for measuring complex
phenomena that gend on human perception and/or interpretation. This includes, for example,
measurements relating to the perception of attributes of products and services, such as quality or
desirability, or the quantification of social parameters, such as safety aroeivgj| etc.

C) Neural networks can be considered another slightly different field of involvement of Al.
Students and teachers need to update knowledge and skills to stay abreast of the technological
trends. Game methods have gained popularity in thedfetdiucation due to their high efficiency
and ability to encourage active participation. Use of visualized simulations of light interference
phenomena can significantly facilitate the process of assimilation of complex concepts and laws.
Instead of readup texts, students can observe actions in real time, conduct experiments, and gain
first-hand experience that contributes to a deeper understanding of the interfera@je®@y[the
basis of a program Duolingo for learning English [8], an program forf@ntenetric metrology has
been developed.

D) Biometrics. The lass a technology for access control in different fields, from smartphones
and automotive, to healthcaregcemmerce, security and military. The idea of the study is to check
whether ECG signal is sustainable as a biometrics marker. Trick commonly usexthmen
learning help to improve classification performancy.[1

Conclusion. To reach progress in the most complicated areas of research and education as
well as production, an artificial intelligence seems to be indispensable. Al implementation is
necessy for quality assessment of production and services since measuring the content needs the
development of soft metrology with its permanently improved algorithm which is based on
preliminary expert assessment of the problem and methodology of the apreabiting the task.
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DEVELOPMENT OF AN IN TELLIGENT SYSTEM FOR OBJECT RECOGNITION
USING NEURAL NETWORK ENSEMBLES

Krasnoshlyk N., Serdiuk O., Abakumov S.
Bohdan Khmelnytsky National University of Cherkasy, Cherkbigyaine

Abstract. The aim of investigation is to analyze a method of improving the efficiency of image
classification systems by combining convolutional neural networks with different architectures in an
ensemble of neural networks. For testing, the C#@rdataset was used, and to speed up the development
process, the models were not trained from scratch but used as feature vector extractors, i.e., one of the so
called Transfer Learning types was applied, namely, Feature extraction.

Keywords: Atrtificial Intelligence, Deep Learning, Machine Learning, Convolutional Neural Network,
Transfer Learning, Feature extraction.

Introduction . The object recognition task is quite relevant, and in fact, one of the most
common in machine learning. In practice, the problooks like this: there is a certain set of images
that are distributed into known classes according to some features, for example, the class of cats,
the class of dogs, etc.; there is also another set of images whose belonging to a certain class is
unknown to us, so we need an algorithm that will determine which class a particular image belongs
to. Problems of this kind are called discrete analysis problems in mathematical statistics. Quite
often, image classification tasks are called pattern recogr#gks.

When machine learning is used to solve this type of problem, artificial neural network
methods are usually applied. In classification tasks, the supervised learning approach is most often
used.

When using the supervised learning approach to teaimeural network for image
classification, it is assumed that for each object that is passed to the neural network for training,
there is a correct output that this network should produce. That is, the training data is a set of object
correct answer pairsy, in other words, the input and corresponding output vectors (image and class
number to which it belongs).

However, for many image classification tasks, simply using artificial neural networks is not
enough, and researchers are looking for ways to iveptitte quality of classification. One of these
ways is to combine several neural networks into an ensemble and then use it for classification.

This work investigates the possibility of improving classification results by using ensembles
of neural networks.

The purpose of the work The study aims to analyze the impact of using ensemble methods
on the quality of image recognition and classification using artificial neural networks.

Formulation of the problem. To conduct the study, it is necessary to chocselditectures
of artificial neural networks and ways to combine them into an ensemble of neural networks. For
each of the options, it is necessary to implement test programs and analyze the quality of image
recognition and classification from the selecteshge set. Compare the results and draw
conclusions.

Solving the problem In total, the work resulted in 6 algorithms for assessing whether an
image belongs to one of 100 classes, according to the Cifar100 dataset. The following algorithms
were used in thdevelopment process:
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. Classifier based on the MobileNetV3Large neural network.

. Classifier based on the InceptionV3 neural network.

. Classifier based on the ResNet50V2 neural network.

.4l assi fier based on an ensembl emethod usmg ur al
ResNet50V2 feature vectors.

.4l assifier based on an ensemble of neur al
from the first three classifiers as inputs, using simple averaging instead of a meta
algorithm.

6.6l assi fi er b éofaneuralnetwosks createddyestatking, using the outputs
from the first three classifiers as inputs to a ratprithm based on a fully connected
neural network.

The first version of the classifier is the one obtained by saving the weighting coesfiate

the time of the last epoch of neural network training. Among simple individual classifiers, the first
variant of the weights, for the considered image classification task, the best results are demonstrated
by the classifier trained on the featuretaes obtained from the extractor based on ResNet50V2.

The second version of the weights was obtained by saving the state of the classifier that
showed the lowest Loss value on the validation part (5000 samples). Among the other options for
weights of simfe individual classifiers, the classifier trained on the feature vectors obtained from
the MobileNetV3Largebased extractor performs best in this task.

The third version of the scales was obtained by saving the state of the classifier that showed
the highst accuracy value on the validation part (5000 samples). Among the simple individual
classifiers, the classifier trained on the feature vectors obtained from the ResNbH#s@d2
extractor is again the best performer in this task. Based on these resuttan wiraw a general
conclusion that under our conditions, when it is necessary to use a certain model as a feature vector
extractor for classifying images of very small size, 32x32px, which are scaled to the corresponding
input for each model, the bestrfmming feature vector extractor is ResNet50V2 with an input
dimension of 224x224, and the worst performing is InceptionV3 with a dimension of 299x299.

Using different methods based on bagging [1] and stacking [2], 3 variants of neural network
ensemblesd] were obtained:

1. An ensemble built on the basis of the bagging method, which used extractors based on

ResNet50V2 feature vectors.

2. An ensemble built by the stacking method, in which the +algarithm is a simple
averaging of responses from classifier;dividual models based on MobileNetV3Large,
InceptionV3, and ResNet50V2.

3. An ensemble built by the stacking method, in which a simple fully connected neural
network acts as a mesdgorithm, which also accepts the responses of classifiers of
individual moekls based on MobileNetV3Large, InceptionV3, and ResNet50V2 as input.

Analyzing the final results, a number of conclusions were drawn.

Conclusion The main results of this investigation are as follows.

We trained and developed 6 systems for image clagsificasing various methods from the
Cifar100 dataset, which can make it possible to draw a truly reliable conclusion about the image's
belonging to a particular class of this dataset.

The efficiency of the obtained ensembles was evaluated in comparisandwidual neural
networks. As a result, it was found that the stacking method for creating ensembles of neural
networks proved to be the best in the chosen task. Its result was 93.14% and 93.34%, respectively,
for the averaging and neural network taksmetaalgorithms on the full dataset (60,000 samples).

For comparison, the worst result was demonstrated by a separate InceptionV3 8@8&Po,
followed by: 1) the bagging method for creating ensembles of neural netw88&41%; 2) a
separate moddobileNetV3Large- 89.28%; 3) a separate model ResNet50\%D.74%, on the
same full dataset of 60,000 samples. It is highly likely that in most similar classification tasks, and
not only stacking, the stacking method will demonstrate similarly high sesult
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Based on these systems, a software product was developed that allows for a fairly efficient
classification of images according to the cifar100 dataset.
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Abstract. Screening research papers for inclusion in a literature review is &dnsiming manual
process. We explore aut omat-B5Turbdldrge fangpageonmael(ISM)u s i n g
Given text prompts specifying the inclusion/exclusion crité¢hiaLLM evaluated the abstract of each paper.

It is classified into one of four categories: meeting both criteria, violating the first criteria, violating the
second criteria, or violating both criteria. Our Python code interfaced with the OpenAl ARistpaaer

abstracts as prompts to the LLM. For 347 papers, the LLM flagged 173 as meeting the criteria, with 3
additional papers included after accounting for missing abstracts, yielding 176 papers selectetekr full
retrieval. A manual review of a salepuggested reasonable accuracy. While further validation is needed,
this demonstrates LLMs6 potential for acceleratin

Keywords: large language models, GBT literature review, automation, screening, inclusion criteria.

Introduction . Conducting a systematic literature review involves screening many research
papers to identify those meeting specified inclusion criteria. This manual process is extremely time
consuming and labotntensive [1]. Recent advances in large lagpi models (LLMs) have
demonstrated their capability to understand and reason about natural language [2]. We explore
|l everagi ng -@% RrALLM $o atomadte literature screening based on predefined
inclusion/exclusion criteria.

The goal of the wak is to explore methods for automating key stages of the systematic
literature review process using advanced natural language processing capabilities. Conducting a
comprehensive systematic review involves many laborious andntersive steps, including

1. Defining the review scope and inclusion/exclusion criteria.

2. Searching academic databases to identify potentially relevant studies.

3. Screening the titles, abstracts, and full texts to determine which studies meet the criteria.

4. Extracting datarbm the included studies.

5. Synthesising and analysing the extracted information.

Each of these steps is currently performed primarily through manual human effort. Our work
uses recent advances in LLMs and other AI/NLP techniques to automatically eaigematically
perform as many steps as possible. This can drastically reduce the researcher's time and effort for
systematic reviews.

Formulation of the problem. The specific problem we tackle in this paper is automating the
screening stage (step 3 abowg) using an LLM to evaluate study abstracts against predefined
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inclusion/exclusion criteria. This screening stage is a critical bottleneck, requiring reviewing
thousands of abstracts individually.

Formally, given:

I A database dfl research papers/studies represented by their absthacts{..., An}

T Inclusion criteriaCy, Ca, ...,Cm

i Exclusion criterieks, Ez, ...,En

We want a moddil that can take each abstrécteand criteria £1...Cm, E1...En} as input and
output a labeLi indicating if the study meets the criteria or not:

M(Aj, {Cl...Cm, El...En}) = Li,

whereLi can take on one dfvalues:

i Meets all inclusion criteria and no exclusion criteria

T Violates inclusion criteri&;

i Violates exclusion criteri&x

T Violates some inclusion and exclusion criteria

We hypothesise that large language modelgnaiaed on vast text corpora can effectively
perform this classification by understanding the semantic meaning of the abstracts and criteria.

Solving the problem We implemented a Python script using the OpenAl API to interface
with the GPT3.5 Turbo LLM. The script reads a set of 347 papers with their abstracts, paper IDs,
and the two inclusion criteria:

C1: Publication focuses on teacher training or professideaklopment in Apowered
personalized learning

C2: Population is students in teacher training programs or teachers

For each paper, the abstract text was provided as a prompt to the LLM along with instructions
to analyze whether the criteria were met)atied, or if there was not enough information. The LLM
response classified each paper into one of f
criteriaC1( A0 10), viCo(lhalt iOndg) ,c roirt evriioal ati ng both cr

The LLM clasified 173 out of 347 papers as meeting both inclusion criteria. Additionally, 3
papers were incorrectly identified as excluded due to the absence of abstracts in the data source, for
a total of 176 papers selected for figkt retrieval after accountirfgr this error (table 1).

Table 1
Results of screening using LLM

Screening reg Number of
Excluded by viCpl a 4 4
Excluded by viCpl a 109
Excluded by viola 21
|l ncluded 176

We manuallyreviewed a random sample of 50 papers across all four categories to evaluate
the accuracy. For papers meeting the criteria, the accuracy was 84%. More false negatives (16%)
were observed than false positives (4%).

Conclusions Several limitations of thistudy should be noted. First, the criteria statements
were relatively simple semantic criteria about the research focus and population. More complex
criteria involving research design, intervention details, statistical analyses, etc., may challenge the
cumrent LLM capabilities. However, performance could be improved through prompt engineering
or finetuning the model on systematic review data. Additionally, we did not extensively evaluate
t he LLMO6s perfor mance across di f f @iveeanthe r e s
inclusion/exclusion criteria as prompts without dorspecific training. Customising or finetuning
the LLM for each research field may boost effectiveness. Despite these limitations, thisfproof
concept study highlights the immense potentialeveraging advanced Al language models to
accelerate evidence synthesis work. As language models advance rapidly, they will likely play an
increasingly prominent role in streamlining systematic reviews and other critical research activities.

Promising drections include using LLMs for other systematic review stages liketefll
screening, data extraction from studies, analysing the risk of bias and even intelligently synthesising
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findings across studies. Exploring how LLMs can samotomate the systertn@review process in
a robust, validated pipeline is an exciting area for future research with profound implications for
accelerating scientific discovery and evidebesed decisiemaking.
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CONSOLE APPLICATION DEVELOPMENT FOR ARTICLES" HIGHLIGHS
GENERATION BASED ON Al DESIGNED UISNG AUTONOMOUS LLM

Tsypliak O., Artemchuk V.
G.E. Pukhov Institute for Modeling in Energygineering National Academy of Sciences of
Ukraine, Kyiv, Ukraine

Abstract. The aim of investigation is to analyze modern autonomous open source LLMs and design
application that would automate by paragraph text highlights generation for scientifesarfiok objective
of the study is to design and implement console application that will help its potential users to speed up
references analysis. The object is open source LLMs suitable for the task mentioned above. The subject is
the design of the applitan. The study used specific requirements for highlights generation based on
Whitesidebs method [1] and autonomous Al systems
method to determine the best way and LLM to generate highlights for iBcieaticles individual
paragraphs.

Keywords: LLM, Al, automation, metanalysis

Introduction . Some research topics are getting too popular for classic scientific overview
creation, good example is broad topic of artificial intelligence [2].Sdentist has to analyze each
source individually which takes a lot of time regardless used techniques [1]. Modersdalge
language models, such as G®Taccording to recent publications, show impressive results in the
context of generating text andaterials for publications [3]. But publicly available systems such as
GPT-4 brings multiple limitations to its usage so getting similar result using autonomous open
source LLM without need of access to global network is a relevant problem to solve.

The purpose of the work Implement the console application that will generate highlights
for individual paragraphs of parsed article to easy its initial analysis by scientist who can potentially
use it as reference.

Formulation of the problem. Writing a highqudity scientific article involves analyzing the
key ideas of publications that are relevant to the research topic. But some topics, due to a
combination of economic and social factors, are of particular interest to scholars, leading to a large
number of pulications that are difficult to analyze using standard methods.

The stage of work that takes the most time is the actual analysis of individual paragraphs of
the article, the way of summarizing each individual paragraph in such a way as to describe the
esence, omitting details that are not important in the context of the study.

Solving the problem Build an autonomous system in the format of a console application that
would use only a researcher's lpawered personal computer to parse articles for geoeraf
text highlights of each individual paragraph of the article to analyze.

According to recent studies, autonomous language models of the LLAMA architecture show
some of the best results in the field of text analysis. [4]. Different latest publ@ilalale version
of such models, can be used to solve the problem and find optimal compromise between accuracy
and the required CPU, RAM, and storage device resources on end user side.
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The prototype of such application was developed, which allows usftorpahe described
analysis. It is worth noting that an outdated HP EliteBook 840 G3[5] was used for the launch, at the
limit of its technical limitations in the context of available CPU, RAM, and SSD storage. Even this
was enough for successful run thanhgrated highlights for 2 pages of selected paragraphs in 3
minutes.

Using_a personal computer without access to the
global network

(Configurations
fle | -

3 use m
>—‘ 3. uses

. ) Console application 3. uses—» LLM access module
P R
runs executio

End user

docx file of the
article with
.| paragraphs in
English for
highlights
generation

1. provides

4. generates
Document parcing
module

docx file of the
article with
paragraphs in

is|
5. reads and decides on the relevance of the article and English

the need for a mere detailed analysis of individual paragraphs ~ text highlight for

each paragraph

Fig. 1. Simplified architecture of the developed prototype

Conclusion The automation of generating summaries of selected articles paragraphs is
relevant problem in the preparation of scientific publications on popular topics, as it can speed up
the process of filtering relevant articles by a reviewer.

The developed protgpe clearly demonstrated the prospects of using autonomous LLM
models to develop appropriate systems that can significantly help researchers in filtering materials.
Further investigation and development can be helpful in mentioned problem resolution.
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Abstract. The work considers several features of the development of intelligent systems for the
Android platform. The difference between the development of intelligent systems for the Android platform
and for Telegram chatbots is analyzed. Apps have been devéopeel Android platform and are available
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for information technology ES_IT.
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ENGINE PARAMETERS
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Abstract. The work is devoted to the creation of a method of approximation of the parameters of gas
turbine engines of helicopters using neural networks with one hidden and one output layer. The key feature
of the created method is the maodification of dhgorithm of scaled conjugate gradients for learning neural
networks by introducing a moment coefficient, which avoids the neural network from falling to a local
minimum.
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GEOSPATIAL ANALYSIS AND ASSESSMENT OF THE DESTROYED AREAS

Zhyriakova I., Osaulenkol.
The Bohdan Khmelnytsky National University of Cherkasy, Cherkasy, Ukraine

Abstract. The importance of utilizing monitoring information systems during wartime anewaost
reconstruction is justified. The significant monitoring areas developed byotthéng groups of the National
Council for Ukraine's Recovery from War Consequences are highlighted. The emphasis on open data in
relational management is underscored. Geospatial analysis and assessmenivaf pestruction are
pivotal in comprehendinghe scale of damage, orchestrating reconstruction strategies, and extending
assistance to affected populations in any nation. This thesis delves into the creation and refinement of
geospatial analytics tools tailored for planning the reconstruction of degastated by the Ukrainian war.

The suggested integration methods are being tested using AWS Lake Formation alongside geospatial
datasets accessible through AWS S3 resources.

Keywords: digital reconstruction, geospatial analytics tools, data lake.
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APPROACHES FOR IDENTIFYING Al -GENERATED WRITING

Nykonenko A.
Cherkasy State Technological UniversiBherkasy, Ukraine

Abstract. Research paper presents ardé@pth exploration of the methods for detectingg&herated
texts amidst the swift advancements of Lakgaguage Models (LLMs) such as OpenAl's ChatGPT. The
study aims to evaluate and compare the efficacy of various detection strategies, including linguistic feature
based techniques, neural networks, digital watermarking, information retrieval methodburaad
assistance approaches. The research focuses on texts produced by artificial intelligence as its object, with the
identification mechanisms and tools as its subject. Methods of comparative analysis, experimentation, and
critical review were employedahithis examination.

The findings demonstrate that certain combinations of techniques significantly enhance the detection
effectiveness of Abenerated texts. However, these techniques may have limitations in terms of ethical
considerations and tipotential for misuse. The study underscores the critical need for these technologies to
reduce risks associated with academic dishonesty and the spread of misinformation. Furthermore, it
highlights the importance of fostering the responsible use of atifitelligence and preserving trust in the
digital realm.

Keywords: Al-generated text detection, Large Language Models, Chat&Rdiemic integrity.
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USE OF REDUCED ORDER SURROGATE MODELS TO SOLVE INVERSE
PROBLEMS BY OPTIMIZATION METHOD WITH A PRIORI ACCUMULATION OF
INFORMATION

Tychkov V., Halchenko V., Trembovetskaya R., TychkovaN.
Cherkasy State Technological UniversiGherkasy, Ukraine

Abstract. The paper proposes a method for creating combined surrogate models of reduced
dimensionality for solving mukparameter inverse problems by the optimization method. The peculiarity of
the method is the combination of the known advantages of these maithefe introduction of additional
a priori information about the objects under study. The method requires the mandatory creation of surrogate
models based on deep, fully connected neural networks. This is due to the use of the unique generalizing
propertes of artificial neural networks, which allows to implicitly determine the patterns of the object's
response to physical disturbances hidden in the data. In addition, the use of deep neural networks increases
the accuracy of approximating response hypéasas when building surrogate models. The dimensionality
of the search space is reduced by applying nonlinear transformations in accordance with the Kernel PCA
method, which allows for its significant reduction, providing a significantly simplified streicff the neural
network surrogate model and facilitated conditions for the implementation of optimization algorithms for
finding extremes. Since inverse problems, due to their incorrect formulation, are characterized by complex
topographies of responsggersurfaces when solved by the optimization method, the method provides for
the use of algorithms for finding global extremes. The effectiveness of the method is demonstrated on model
examples, which showed a sufficiently high accuracy on test problems.

Keywords inverse problems, optimization method, surrogate models of reduced dimensionality, a
priori information, kernel function, deep neural networks, global extremum.
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INTELLECTUALIZATION OF THE APPOINTMENT OF OPTIMUM TOLERANCES
DIMENSIONAL COMMUNICATIONS OF TECHNOLOGIES AND CONSTRUCTIONS

Cherednikov O.
State Research Institute of Testing and Certification of Weapons and Military Equi@herkasy, Ukraine

Abstract. Dimensional analysis covers a wide class of tasks, starting with the identification and
construction of dimensional chains of structures, technological processes, and ending with dimensional
modeling of movement trajectories.adly of them require intellectual activity.

At the same time, the mathematical and software components effivegiih automated design and
process control systems are based on interactive principles, leaving the intellectual component of method
selection andhe decisiormaking process to the user, whose degree of qualification is different and has a
significant impact on the optimality and quality of decisions. In dimensional analysis, as a method of
improving designs and technological processes, the sigésiakctor of actions can vary widely.

Keywords: dimensional relationships, tolerances, accuracy, artificial intelligence.
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ADAPTIVE PROCEDURES OF THE PSO METHOD AND THEIR SOFTWARE
IMPLEMENTATION

Fedorenko V.,Zaiets V., Tryus Y.
Cherkasy State Technological University, Cherkasy, Ukraine

Abstract. One of the main problems in the design of collective intelligence methods is the problem
of ensuring a balance between the intensity of the search (the speed of convergence of the algorithm) and the
breadth of the search (diversification of the searchg most effective way to solve this problem is to use
the mechanisms of adaptation and-selaptation of behavioral algorithms.

The purpose of the study is to analyze the existing adaptive rules for controlling the parameters of
the particle swarm optimiion (PSO) method, as one of the most popular behavioral methods, and their
software implementatiorThe task of the research is to create a-bvaked service for solving optimization
problems, which will enable researchers and specialists in variods §Ehuman activity to use modern
information technologies both for scientific research and for solving practical optimization problens.
object of research is the method of particle swarm optimization. The subject of the study is adaptive rules
for controlling the parameters of this method.

Keywords: optimization problems, collective intelligence methods, behavioral methods, particle
swarm optimization method, PSO, adaptive procedures.
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MULTI -CRITERIA OPTIMIZATION OF SOLUTIONS TO SELECTION PROBLEMS

Shevchenko S.
National Technical University "Kharkiv Polytechnic Institute™

Abstract. The problems of mulcriteria selection are considered. Their solution is an important stage
of decisionmaking processes. The purpose of the study is{twiiéiria optimization of solutions to selection
problems. The selection of the bestlution options should take into account the comparisons of the
candidates for the solution according to the selected set of criteria, which may be contradictory and
disagreeable. To solve such problems, muriteria optimization methods can be with tleemation of
subsets of Paretoptimal solutions used, the practical use of which requires careful andadimseming
research for each calculation example. These circumstances and the presence of many publications testify to
the relevance of research thre formation of effective procedures for nudtiteria optimization of solutions
to selection problems. An approach to determining the best options for solving the problem-ofitari#i
selection is using the example of forming the architecture dftaal data processing system based on
resources from cloud computing providers proposed.

Keywords: selection problems, criteria, optimization, cloud computing, virtual data processing
systems, mulicriteria decisiormaking.
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COMPARATIVE STUDY OF PRE-ATTENTIVE VISUA L ATTENTION ANALYSIS
INSTRUMENTS: 3M VAS AND IMOTIONS AS Al -BASED VS HUMAN-BASED
EXPERIMENTS

Volk 1.1, Ivanov O.%, Artyukhova N.%, Artyukhov A.2, Dluhopolskyi O.3
1Sumy State UniversifySumy Ukraine
2University of Economics, Bratislava, Slovakiaibelska Akademia WSEI, Lublin, Poland
3West Ukrainian National Universityrernopil, Ukraine LubelskaAkademia WSEI, Lublin,
Poland

Abstract. The article focuses on comparing two visual attention analysis approaches based on a
human focus group study and an artificial model of-gitentive processing attention prediction. We
substantiate eyacking aghe suitable modality for visual attention studies through a literature review and
bibliometric analysis. The study design is based ortiegking as the modality to test the hypothesis aimed
to answer the research question. The focus group formatiovisarad stimuli selection are explained, and a
comparative analysis of the results yielded by both approaches is discussed. We suggest new perspective
directions for preat t ent i ve processing phase studies regar
peculiarities. We demonstrate that acquiring -eyeeking data from a focus group formed according to the
target audience of visual representation tends to demonstrate similar or more effective results as the
predictive model. The current study can be usedha starting point for visual representation creators,
promoters, and users to form an understanding of visual attention analysis tools

Keywords: experiment visual attentionapproachesgcomparativeanalysis,eye tracking

Introduction . Currentresearch has its background considering the Sustainable Development
Goals, particularly those pertaining to sustainable cities and communities, and industry, innovation,
and infrastructure. The capacity to evaluate and adapt visual strategies withisdasmhéedustry
is instrumental for sustainable progression, since this influences consumer behavior and thus, the
market acceptance of sustainable products and solutions. The media, especially at the local level,
functions as an essential tool in this g@ses, being the primary vehicle for information
dissemination and consumer education. They bear the potential to facilitate sustainable behaviors,
highlight innovative practices, and shape public opinion towards sustainability measures.
Furthermore, the tegration of advanced technologies, such as Al in visual attention analysis tools,
mirrors the ethos of SDG 9, reflecting the pivot towards innovative and resilient infrastructure. By
enhancing the quality and effectiveness of visual communication, #es®togical advancements
can contribute to the overall objective of creating more sustainable societies. However, the role of
technology must be comprehensively explored, and its implications clearly understood, to ensure
its alignment with the principlesf inclusive and sustainable industrialization. This paper serves as
an academic contribution to that discourse

The purpose of the work The current paper represents an attempt to compare two
approaches to visual attention analysis on the example ¢ibihcsoftware package and 3M Visual
Attention Software (3M VAS). The research qu
Al tech allow visual attention analysis with the same effectiveness as behavioral studies involving
human r es pon dihesis aiming toQrovide Anyamswer to the said question is that
acquiring gaze analysis data from actual human respondents grouped accordingly to target audience
of visual representation tend to demonstrate similar or more effective results as thevpredict
model. However, for the cases of preliminary composition of visual representation or for timely
(re)assessments of discussed designdaskd tools like 3M VAS provide an effective alternative
to abovementioned humdoased studies

Formulation of the problem. Current paper is built upon the study design presented id.Fig.

Main deliverables that are used in comparative analysis are the heatmaps provided by iMotions
157



software and the heatmaps by 3M VAS software. By comparing the areas of highest interes
highlighted by the abovementioned instruments, we are answering research questions in the
framework of stated hypothesis

S Research Question: [ |7

Hypothesis:

Acquiring gaze analysis data from actual human
respondents grouped accordingly to target audience of
visual representation tend to demonstrate similar or more
effective results as the predictive model.

Modality: - Eye-tracking ' .
-

Focus Group:
. Stimuli - 10 participants;
- Not website users.
- Focus GmUp. . - Age/Sex distribution:
= RESDOﬂdEﬂt instructions

Male
- Bibliometrics
1 5 - Heatmaps by IMotions
Dellverables - Heatmaps by 3M VAS
- Comparative analysis

x (25 - 34)
Fig. 1. Study design

Does modern Al tech allow the visual attention analysis
with the same effectiveness as behavioral studies
involving human respondents?
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Main Page
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As the study design states, we selected eye tracking as the modality to test the hypothesis.
According tovarious studies, heatmaps and other eye tracking outputs are based on processing
fixations and saccade$;[2; 3. The former are the periods of immobility of the pupil timed less
than a tenth of a second, while the latter are the rapid pupil movememézhehe fixation areas.
According to 3M VAS website [4], this product simulates-atientive processing phase of human
vision. In this phase, gaze fixations are likely to occur around the most salient elements of exposed
stimulus

Solving the problem The human face is considered as the important area of interest, along
with salient heading on the left side of the page (90% respondent visit ratio in both AOIs, 22.9%
dwell time of overall stimuli exposure on the face AOI, 16.8% dwell time on the heA@hg
However, predictive model yields that social media icons in the top right of the page will be detected
by a significant number of users, while none of the respondents gazed towards said part of the page
header. A clear recommendation that canbegiven cur r ent medi a stakeho
button that ought to stand out in the page header receives inadequate attention (10% respondent
visit ratio, 5.7% of overall dwell time)

The comparison of results yielded by focus group and predictive roledely demonstrates
the attention distribution among salient elements of the page: areas of high contrast, framed
el ements (A50 UAHO button received the attent
time), common depiction of interactive infigce elements. Piattentive processing plays the
decisive role here since the graphical design on the page is aimed to capture the attention of user as

soon as he/ she opens the page (e.g. the regi
10®% percent of respondents with 25.1% of overall dwell time). There are minor differences in
header attention distribution, but we can cor

the attention (20% of respondents fixated on this AOI, with 12xBéterall page dwell time)

Heading at the top of the page receives a major part of attention, however, predictive model
tends to focus on human face while the focus group members seem to start processing the heading
text (indicated by the red area ofterest to the left of the woman face behind the text; 100%
respondent ratio, 16.3% of overall dwell time). The header with social media icons receives
negligibly small attention (20% of respondents visited this AOI, with 2.7% of overall dwell time)

While the main attention of human respondents seems to be focused on the heading at the top
of the page (90% respondent ratio, 36.8% of overall dwell time), the predictive model indicates that
the black donate button at the bottom of the page as the most siiment on this page is likely
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to receive most of attention (in experiment, 70% of respondents fixated at the button with 8% of
overall dwell time).

Conclusion The results yielded by focus group members attention heatmap of mobile layout
show the teneincy to channel the gaze in the-tmwn fashion. This might be explained by the
narrow rectangular shape of the screepartraitorientation that forces user to process the visual
representation from top to bottom of the page. More information on titieintan be gained by
plotting fixation order overlay, which is the prospect for studies to follow

Current research may be of interest to small businesses, educational institutions, and designers
willing to improve their visual representations and segkhe ability to qualitatively evaluate the
attention distribution. One must keep in mind that focus glmaged research provides more
accurate results due to the ability to select respondents in accordance with statistical data on product
users
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WIRELESS CYBER-PHYSICAL NETWORKS USING ARDUINO

Yevdokymov S.
Kherson State University, Ivarferankivsk, Ukraine

Abstract. The construction of wireless cybghysical networks using the Arduino platform and their
potential applications in the developmehfneural networks and for the optimization of railway systems are
investigated. The work considers the process of creating a network using wireless communication, as well
as the development of software for data collection, processing and transmisstonseltof Arduino
simplifies the deployment of the network and allows the integration of various functions that can be useful
for optimizing the operation of railways and creating neural network systems for event prediction and data
analysis. Research remitan find application in modern management and monitoring technologies in the
field of transport.

Keywords: actuators, wireless communication, distance sensors, programming, computer hardware,
microelectronics, control systems, system design.

Introducti on. Railways play an important role in modern transport and economic life.
Effective management and monitoring of railway infrastructure is critical to ensure uninterrupted
and safe train movement, efficient use of resources and prevention of accidémis.context,
there is a need to use modern technologies, such as wirelespbybieal networks and neural
network systems, to optimize the management and monitoring of railway infrastructure [1]. The use
of such technologies can help solve a numbeproblems related to the efficiency, safety and
reliability of railway systems.

The purpose of the work The purpose of this work is to investigate the possibilities of
building wireless cybephysical networks using the Arduino platform [2] and thsatential
applications in the development of neural networks and for the optimization of railway systems.

Formulation of the problem. The management and monitoring of railway systems requires
the efficient collection, processing and transmission of langeuats of data to ensure the smooth
and safe operation of the network. However, existing data collection and processing methods can

159



be resourceéntensive and difficult to deploy [3]. Additionally, there is a need to develop systems
that can predict eventand analyze data to improve the efficiency and safety of rail systems. The
main tasks to be performed:

1. Creation of software for collecting, processing and transmitting data in this network.

2. Studying the possibilities of integrating various functioms the network provided by the
Arduino platform and their potential application to optimize the operation of railways.

3. Researching the possibilities of creating neural network systems for predicting events and
analyzing data in the context of railwaystems.

4. Determination of possible applications of research results in modern control and monitoring
technologies in the field of transport.

Solving the problem The tasks can be considered separately, and for each of them you can
give general instruatns and code examples in the C++ programming language for the Arduino
platform.
include <WirelessLibrary.h# Connecting the library for wireless communication
#include<SensorLibrary.h¥# Connecting the library for sensors

void setup() {
/I Initialization of the wireless module
Wireless.init();

/I Sensor initialization
Sensors.init();

}

void loop() {
/I Reading data from sensors
float temperature = Sensors.readTemperature();
float humidity = Sensors.readHumidity();

/I Sending data via wireless communication
Wireless.sendData(temperature, humidity);

delay(000; // 1 second delay between data transmissions

Possible applications include automatic fault detection, prediction of maintenance needs,
optimizatian of train routes and schedules, and improved traffic safety and accident prevention. For
example, you can use Arduino to control the movement of trains, measure the temperature on
different sections of the railway track, detect deviations in the operatitme rails, and more.
Researching the possibilities of creating neural network systems for event prediction and data
analysis in the context of railway systems:

#include<NeuralNetworkLibrary.h%/ Connection library for neural networks

void setup() {
/I Initialization of the neural network
NeuralNetwork.init();

/I Neural network training based on historical data
NeuralNetwork.trainModel();

}

void loop() {
/I Reading data from sensors
float[] data = Sensors.readData();
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/I Prediction of events using a neural network
int prediction = NeuralNetwork.predict(data);

/I Execution of actions according to the forecast
performAction(prediction);

delay(000; // 1 second delay between predictions

Selection ofsensors for the monitoring and management system of railway infrastructure:
temperature and humidity sensors (can measure environmental parameters, which can be important
for determining the operating conditions of various elements of the railway inbtase))
accelerometers and gyroscopes (can be used to detect deviations, tremors or movement of trains,
which can be important for traffic safety and fault detection; distance sensors (can be used to
measure the distance between a train and other objdats fo detect obstacles in the path of
movement) ; pressure sensors (can be used to measure pressure in railway infrastructure); flow
sensors (can be used to measure liquid or gas flow in pipelines or cooling systems); fire or smoke
sensors (can be ustxdetect fires or other emergency situations); GPS module (location of moving
objects such as trains or wagons); vibration sensors (can be used to detect vibrations or shocks that
may indicate potential problems with infrastructure elements).

Fig. 2. Connection diagram of the sensor43R040n the Arduino microcircuit board

Conclusion This study investigated the possibilities of building wireless cpbgsical
networks using the Arduino platform and their potential appilons [4] in the control and
monitoring of railway systems. By developing a network using wireless communication and
software for data acquisition, processing and transmission, Arduino has been shown to simplify
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network deployment and allow the integoatiof various functions that can be useful for optimizing
the operation of railways.

The research also revealed the possibilities of creating neural network systems for event
prediction and data analysis in the context of railway systems, which can higprioving
management and monitoring. The results of this research can find practical application in modern
control and monitoring technologies in the field of transport, contributing to improving the
efficiency, safety and reliability of railway systems.
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CHOOSING A PLATFORM FOR DEVELOPING A ENTERPRISE APPLICATION
IN JAVA

Berkunskyi O., Berkunskyi Y.
Admiral Makarov National University of Shipbuilding, Mykolaiv, Ukraine

Abstract. The Java programming language is de facto the most common choice for creating enterprise
information systems. We should note the rich history of this language, many existing libraries and
frameworks, and the large community. But the downside of this populs that the Java ecosystem has
created several different approaches to creating enterprise (large, complex) applications. The object of the
study is corporate information systems, and the subject of the study is Java frameworks for the development
of enterprise information systems. The paper compares the two most common Java frameworks and proposes
criteria for choosing one of them depending on the requirements for the system being created.
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DISTRIBUTED SYSTEMS LOG PROTECTION FROM CYBERATTACKS BY VERK LE
TREES

Boyko V., Vasilenko M., Slatvinska V.
National University "Odessa Law Academy", Odesa, Ukraine

Abstract. This paper proposes a modification of the schemprfiiecting system logs for distributed
systems (orchestrated container clusters) from intrusions by moving from the method of simple linked lists
(blockchain) to hash trees (Verkle Tree). Using this scheme of work will allow, on the one hand, to preserve
al the advantages of the original system (undemanding on resources, no need to build and maintain a
complex infrastructure), on the other hand, by slightly increasing redundancy, it will allow to obtain such
advantages as reducing verification time and a&h#ity to work with distributed resources, which will
improve the overall security of the system.

Keywords: rootkits, malware detection, malware, cyberattack, blockchain, log, SIEM, verification,
hash, verkle tree.

Introduction . The works of [1] and [Zhowed the need for a system log integrity monitoring
system based on linked list technology (blockchain) to ensure the detection of system intrusions.
Compared to alternative solutions (for example, full copying of system logs to a backup server), on
the scale of midevel web servers, the proposed system is simple, unpretentious to use and
undemanding of resources. Currently, containerized applications have become widespread, and
with the increase in their use and cheaper cloud technologies, applic&tionschestrating
container clusters have become widespread. At the same time, the orchestration solutions
themselves (for example, Kubernetes) do not provide control over system logging, search for
intrusion facts, and so on. However, when scaling sissistem to the level of large clusters, some
difficulties arise due to the distributed nature of data storage in such systems. In addition, an increase
in the volume of data stored and processed in system logs can proportionally increase the time it
takesto verify system logs, which can negatively affect the time it takes to detect an intrusion into
the system. More efficient data structures are required to verify system logs.

The purpose of the work Analysis of the use of alternative system logs integetification
schemes based on hash trebterkle Tree / Patricia Tree / Verkle Tree.

Formulation of the problem. Systems schema, proposed in [1] and [2] is optimal for use in
mid-level web servers, however, for more developed and distributed systepasticular those
using the orchestration of containerized applications, the use of such a system can cause a number
of difficulties associated with distribution
containerized applications and orchagirs become more widespread, the proposed control system
needs to be improved to take these features into account.

Solving the problem To detect an intrusion, three main categories of technologies are
traditionally used: heuristic and/or signature analgéthe file system, analysis of system behavior
and user software, and analysis of system logs. At the same time, system logs are both the fastest
way to obtain data on intrusions, and the most useful source of information when investigating a
postmortem case. The practice of operating systems in adverse conditions (blackouts, failures in
critical infrastructure caused by military operations) shows that the storage and analysis of system
|l ogs should also have an a dsdcontrdl af theihtegritynohtheg i n
logs in conditions of sudden power outages.

As was shown in [1] and [2], the problem of detecting intrusions during cyber attacks remains
relevant and the further, the more important the importance of speed and efficidatgcting the
fact of an intrusion. This fact is of particular importance given the trend described above the
replacement of stand alone miide vel web servers with a fAswar mc
and managed by an orchestrator, an examphehath is Kubernetes.
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The system for monitoring the integrity of system logs proposed in [2] is based on linked list
technology (blockchain) and, with all its advantages, can require time proportional to the size of the
system log to check the integrity thie logs. In addition, such a system is quite difficult to operate
when using a container cluster, where system logs can be maintained inside each of the containers
and the start or stop time of each of the cluster containers can be determined byrtia¢ loat:
on the system, and therefore is poorly predictable, if predictable at all.

At various times, the use of a hash tree to verify logs has been proposed as a solution, the
most typical and welknown example of which is the Merkle Tree. However,uke of Merkle
tree in its original version is also associated with the problem of computing resources based on the
hashes of the source records, a hash tree is built, which grows in proportion to O(log N) as the
database grows. At the same time, costsesmse both for the general organization of the tree and
for calculating the Aproofo of the i mmutabild.i
requires transmission (and storage) of the entire hash tree for verification, which can be quite
problematic for distributed systems with large volumes of records.

There have been various attempts to improve the use of Merkle Trees by improving the
algorithm (for example, Patricia Trees), but the most successful use scheme, in our opinion, is
Verkle Tree [3], in which the hash tree is flattened to several levels, which seriously affects the
speed and simplicity of the verification infrastructure logs The advantages of using Verkle Tree also
include the possibility of using algorithms of different effiwg and operation within its framework
from simple hashing to the KZG polynomial commitment scheme[4]. The proposed solution uses
the SHA256 cryptographic hash function, which makes it possible to implement this mechanism
in most existing systems using Nvproven libraries.

Conclusion Using the proposed work scheme will allow, on the one hand, to retain all the
advantages of the original system (undemanding on resources, no need to build and maintain a
complex infrastructure), on the other handshghtly increasing redundancy, it will allow to obtain
such advantages as reducing verification time and the ability to work with distributed resources,
which will improve the overall security of the system.
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OVERVIEW OF EXISTING METHODS OF MASKING OF ACOUSTIC SPEECH
SIGNALS

Lytovchenko O., Lavdanskyi A.
Cherkasy State Technological UniversiBherkasy, Ukraine

Abstract. The aim of this study is to analyze existing approaches to speech masking. The paper
demonstrates an overview of the state of research on the topic. Several proposed techniques of speech
masking were reviewed: white noise, pink noise, brown noise, sigbagied noise, reverberation, combined
masking signals, timesversed signal and babble noise. Aforementioned masking methods are briefly
analyzed and compared. Advantages and disadvantages are briefly evaluated. The paper highlights absent
points and posble prospects of further research. The topics that are still to be researched are acoustical
pollution and annoyance factor. The babble noise is a good prospect for further research.

Keywords: Speech masking, masking noise, speech privacy, babble noise.

166


https://doi.org/10.1007/978-3-031-35467-0_15
https://doi.org/10.1007/978-3-031-35467-0_15
htt-ps://api.semanticscholar.org/CorpusID:218475793
https://doi.org/10.48550/ARXIV.2307.04085

Introduction. In the contemporary era speech privacy plays a more important role than mere
inconvenience: conversation leakage can range from reputational damages to national security
threats. Mitigation of such risk is a necessity, but requires deployohesptecialized measures,
including special buildings designs, sound insulation, and devices leveraging acoustic masking
algorithms. Central topic of this paper is an overview of existing speech masking algorithms. The
paper reviews existing techniques arabts a gaze towards prospects of further research on the
topic.

The purpose of work.The study is an overview of existing methods of masking of acoustic
speech signals and perspectives of further research on the topic.

Formulation of the problem. There are plenty of methods which are used to mask acoustic
speech signals, which have different masking capabilities, listeners perception and speakers
annoyance factor. Some of these methods can be researched further and improved.

Solving the problem.Acoustic speech signals can be masked by applying white noise, brown
noise or pink noise. However, it was demonstrated experimentally that white noise is less efficient
in terms of masking capabilities, than brown and pink noises [1]. Besides white, &mowsnk
masking noises, [1] also approaches spedile nonrstationary masking noises: speech signal
spectral inversion combined with speech signal reverberation and syegmd amplitude
modulated white noise. The evaluation showed that spadehroises had better masking qualities
than white noise on a wider SNR range. Moreover, spakioh masking noises had less acoustic
pollution due to the absence during speech pauses.

Although [1] proposed an approach to the masked speech legibility assesbere was an
insufficiency of information on the annoyance factor, impact of the masking noise on the
conversation speakers, which is directly related to the acoustic pollution. Further experiments on
annoyance factor evaluation can help to evaluapticability of each speech masking method.
Stimuli of such experiments, different masking noises, should include variation of the SNR and
masking noise, where applicable. Annoyance factor can be graded from 1 to 5, wiecedd s n 6 t
annoy, 5 annoyance Ml is very high, further conversation cannot be conducted.

The [2] proposes masking speech with its tieersed signal. The proposed algorithm is the
following: the original speech signal is divided into short frames, the frames are reversed, delayed
by one and finally concatenated. Proposed in [2] algorithm was evaluated with differentdarget
masker signal ratio (TMR) values, which is very similar to the aforementioned SNR. The
comparison to the babble noise from the NOISEX database was perfotmeeghaluation results
demonstrated that most effective masking was achieved with frame lengths from 120 ms to 240 ms.
It was discovered that the proposed approach to speech masking is more effective than bubble noise.

However, the [ 2jpicotitleausti pollution aneg anndydnee fattar of the
proposed masking signal. Besides that, itdés u
used for comparison. Experimentation with different babble noise parameters, such as number of
spe&ers, can open new insights on effectiveness of the proposed in [2] speech masking method.

Al t hough Krishnamurthy et al. didndét propo:
work on babble noise modeling and analysis was done. The paper desmibdabble noise
parameters change depending on the speaker number. It was demonstrated that an increase of
speaker count leads to an infinite number of phonemes overlapping. In that case, the resulting
spectra of the babble noise approximates speegedhise.

This phenomenon opens prospects for further research on the topic of using the babble noise
as a speech masking noise. Research on the babble noise speech masking abilities and evaluation
of the annoyance factor can give more understanding amn labble noise can be useful.
Aforementioned experiments in [1] and [2] can be applied to the babble noise.

Unfortunately, any of t he mentioned sour
computational power needed for the speech signal masking methils & subject of significant
scope and breadth, which requires separate research. Insufficiency of this knowledge makes it
impossible to evaluate the rembrd applicability of the aforementioned methods. Thorough
analysis of the aforementioned methadsld give a theoretical image of computational resources
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necessary for the masking methods operation. It is worth taking into account that required
computational power and resources can be different on different hardware, which may differ in
architecturepresence of auxiliary computational modules etc.

Conclusion. A vast amount of research on the topic was done. There are a number of
relatively effective approaches to speech masking signal synthesis. However, such topics as
annoyance factor and acougilution are still to be researched. The babble noise is a good option
for further research on the topic. Another topic for the research is the required computational
resources needed for practical operation of speech signal masking methods.
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MICROCONTROLLER -BASED DATA PROTECTION METHOD
USING PERFECT BINARY ARRAYS
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Abstract. The paper proposes a new microcontrellased data protection approablattemploys
perfect binary arrays, including a special class of binary arrays, which comprise properties that make them
appropriate for application in cryptography. The recommended method employs a synchronized random
sequence to produce perfect binanagsrand undertake encryption using two distinctive methods to create
the reference classes. The security problem is rooted in spotting the location of the reference perfect binary
array and the substantial number of current perfect binary arrays. Theepaheates the security of the
method concluding it offers increased level of security against numerous types of attacks, for instance brute
force attacks and those based upon algebraic and computational complexity. Compared to actual
cryptographic and datprotection methods, the suggested technique has a number of benefits including a
greater degree of randomness, as well as fast and straightforward encryption and decryption speeds which
permit to use it in lowpower systems, for example embedded and aoamtrollers which facilitate the
connection with different types of devices including I0T providing secure data exchange. In addition, the
paper considers several potential applications of the proposed approach in fields such as authentication,
secure comunication as well as data storage.

Keywords: Perfect binary arrays, microcontrollers, data protection, security, 10T.

Introduction. Due to theimperfect algebraic constructions, perfect binary arrays (PBA) have
found various applications isommunication, computer science as well as in several-radio
engineering problems [1, 2]. Considerable consideration has recently focused on the application of
perfect binary arrays in cryptography and coding theory [3].

The purpose of the work.The purposef this work is to create a system that can use the
PBA as a data encryption method and apply it using microcontroller. This method can be helpful
for different applications.

Formulation of the problem. Microcontrollers have limited memory therefore weeddo
develop a method to embed or generate the PBA. as well as find a way to minimize the number of
transmitted/received data to enhance the data exchange.
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Solving the problem.The Perfect Binary Arrays (PBA) is an array is an array comprising
the following entries are +1 ofl and have twalimensional arrays af 0 . Each PBA of order
0 (size0 0) generates a class of equivalent PB@s) class, by cyclic rotatiofd ) of the
reference PBA b rows down and the operation of cyclic shift of colurfins ) of the reference
PBA by '@ columns to the right

O 0 0 0O 00 8 (1)
Two-dimensional periodic crosorrelation function (TPCCF) Between two PBA
equivalent classO0 -class™© 0 Q; andO ¥ O; dimension of0,
elements of TPCCF are calculated as:
®p B B OQ B B Q0 . [ )

The total number of generated matrices is:

X8 8—8—8—8—. (3)

For N = 48, using (3), the number of generated matrices will be 1155790798848, this will
give a very high level of protection. PBA are easy to save into microcontroller memory or it is easy
to generate them which allow to use the microcontroller as a devieadogmption and decryption.
Anot her way, is to save the PBA in the mic
microcontrollers is limitedwe can merge the 1s and Os to form bytes, thus, the reference PBA will
take less bytes. Figure 1 shows the weaagransfer a 6x6 PBA into only 6 bytes of memory.

The reference PBA 1—1,—1—0 Byte Presentation
A 011110 01111010
+ — + + 4+ - 101110 11101101
+ + — 4+ + - 110110 10111010
111010 11110000
+ + + + 111100 0001 XXXX
t + + + = : 000001

Fig. 1. Presentation the PBA in Bytes
This method of compression of the reference PBA into bytes allows to save a big number of
arrays into the ROM which provide a higher level of security. Table 1sHdferent sizes of PBA
and the reduces size in Bytes.

Table 1
Byte presentation of the reference PBA

PBA  Number of equivaler Max number of characters Size in
size PBAs Byte

6x6 36 (Ezrlg“Sh alphabet only capital or sm 5

English alphabetapital and small

8x8 64 (52) and additional 12 symbols 8
12x12 144 Alphabet of two different languages 18
16x16 256 Alphabet of four different language: 32

Conclusion. This research proposes a cryptography method employing a microcontroller
based on theorrelation characteristics of the perfect binary arrays. The study determined that the
encryption technique based upon perfect binary arrays can be implemented easily in small as in
large microcontrollers. The investigation also confirmed that employiaigoontrollers to decrypt
and encrypt data can be effective because it iseffistency has compact size and low power
consumption, can be integrated with other components and devices.
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COMPARATIVE ANALYSIS OF THE EFFICIENCY OF SHIFT PARAMETER
ESTIMATES IN SYMMETRICAL BIMODAL DISTRIBUTIONS

ChepynohaA.%, Zabolotnii S22, ChepynohaV.!
ICherkasy State Technological University, Cherkasy, Ukraine
2Cherkasy State Business College

Abstract. The research is devoted to the comparative analysis through statistical modeling using the
Monte Carlo Method of different approaches to finding estimates of shift parameters for bimodal symmetric
distributions. The root mean square deviationtled estimates from the true value of the informative
parameter is used as a criterion for efficiency. Nonparametric (mean, mediamangd] estimates,
parametric maximum likelihood estimates, and a suboptimal approach based on Polynomial Maximization
Method using higheorder statistics are studied. Bimodal Power Distributions and mixtures of Gaussian and
Laplace distributions are used as models of statistical data.

Keywords: bimodal distributions, parameter estimates, variance of estimates, momentantsmu
stochastic polynomial.

Introduction . Statistical parameter estimation is the basis for technical analysis in data
processing and mathematical modeling, providing tools for determining the characteristics of
distributions based on collected datathe practical aspect of working with symmetric bimodal
distributions, accurate estimation of the shift parameter is critical for correctly identifying the
positions of the two maximums of the distribution, which has a direct impact on the efficiency of
further analytical applications, including variability analysis, forecasting, and process optimization
based on statistical data.

The set of existing approaches to solving this problem can be divided into two groups. The
first is nonparametric estimates basmn methods that use relatively simple (moments, quantiles,
and ordinal) statistics. The second approach is based on descriptions in the form of probability
density functions (the most common here are maximum likelihood estimates). The choice of method
is determined by the availability and amount of a priori information about the probabilistic nature
of statistical data and the complexity of practical implementation. This paper deals with a new
approach to statistical estimation based on the mathemapigafedus of stochastic Kunchenko
polynomials and description in the form of a finite set of moments or cumulants [1].

The purpose of the work.The purpose of this research is to analyze the efficiency (relative
accuracy) of the polynomial maximization methin comparison with classical estimates on the
example of finding estimates of the parameter (shift center) of experimental data with a symmetric
bi-modal distribution.

Formulation of the problem. Suppose there is a parameter of the center of the disbnb

g that needs to be estimated based on the processing of a vector of randon¥ %{9&1@5&}

This vector has dimensioi and contains independent and equally distributed sample values
obtained from multiple experiments. The Bimodal Power Laplace distribution [2] and two types of
mixturesi Bi-gaussian and Baplace- are used as a statistical data model [3].

Solving the problem. In [1], it is shown that finding estimates of the parameteby
maximizing a stochastic polynomial is carried out as a solution to a power equation. This equation
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includes sets of higharder sample statistics (raw moments, cumulants, cumulant coefficients),
and weighting factors that ensure the minimum variance of the parametstimates for a
polynomial of power .

It is known from previous studies, that to construct a stochastic polynomial for estimating the
parameters of symmetric random variables, the minimum power to be use®isThus, the study
obtained the coefficients of a power stochastic polynomial in the form of their dependence on the
estimated parameter of the distribution cemteand constructed polynomials of power 3 in
the form of a cubic equation. Various iterative procedures can be used to solve it, including those
based on the NewteRaphson numerical method.

It is especially important to note the adaptability of the approach based on the PMM. If the
values of the grameters (odd central moments up to 6th order) required to construct the polynomial
maximization equation are unknown in practice, their posteriori estimates are used. This makes it
possible, on the one hand, to get rid of the need to solve the probidentfying the type of
distribution and jointly estimating the uninformative parameters of the statistical data model, and,
on the other hand, to take into account its probabilistic nature, based on a partial description, which
is simply calculated by ¢hmethod of moments.

To research the effectiveness of various estimation methods, a software package for statistical
modeling by the Monte Carlo method was developed using the R language. The comparative
analysis of the accuracy of the estimates was baséloe efficiency criterion based on the ratio of
the standard deviation of the estimates to the true value of the informative parameter. Such estimates
were obtained by various methods as a result of repeated experiments under fixed initial conditions
(sample sizes and parameters of statistical data distribution models).

Conclusion.Analyzing the results obtained, we can conclude that the resulting efficiency of
the polynomial maximization method significantly depends on both the amount of statistical data
and the nature (depth of amtiodality) of the bimodal distributions. Obviouyslthe first factor
significantly affects the accuracy of a posteriori estimates of the hagler moments of the
random component included in the polynomial maximization equation. The second factor
determines the level of néBaussianity in the value ¢iie cumulative coefficients of the 4th and
6th orders, on the value of which the variance of the MMPL estimates depends.

In general, it can be concluded that the approach based on Kunchenko's stochastic
polynomials and the polynomial maximization meth@oh de interpreted as a compromise and
suboptimal. This is explained by the fact that the estimates obtained on its basis in most cases
significantly outperform simple nonparametric estimates and are only slightly inferior to maximum
likelihood estimates, tich require much more a priori information about the statistical data model.

References
1. Kunchenko, Y. (2002), Polynomial Parameter Estimations of Close to Gaussian Random variables,
Germany, Aachen: Shaker Verlag.

2. Sulewski, P. (2024). Bimodal Power Laplace Distribution. Preprints
https://www.researchsquare.com/article3e81842/v1.
3.Zabol otni i, S . V., Kucher uk, V. Y., War sz a, Z .

measurand parameters for datanfr bimodal mixtures of exponential distributions. Bulletin of the
Karaganda University" Physics Series", 90(2).801

171



JRIwt wuvtuvsuvut uwul A$tfoldwemJuervur [

O dzp s, pwoyjdESts 1. .
h oy sdz0dz’ dzgd?2 IsteOdemtf stelsded?2 kdz' o jtefdlsj Is
% jt.eC O Cd2 Hjty Oodd?2 Isj R dzs e OytefR bk dz' o |

ddzslsOytsL o dlstsC -k @uedoyydIshdhnsj & 0o sd' $d LI,

oddse s HB WikdS y' tsdzOsid Wzfsdn Isf) d fipld) d3.ts fipistiso s jedd@s, M isf e y
Hs sOSdr "7 tBtydrs JOLOBIilte" 89, WwW¢ HBMisse " todz Mlis!
dzj B4 L § j ydats’ mMdlszoy"® ", stsh ts. VHEBME 5dz0dzj dzdzy - SO 5
ZftcOo dzw s ydn ‘M ls jdo® MO as'Gisdz dz' - te@ECHds{Cuadstsdists 5L Cdp@nljtFo. 5
ftesfsdzz‘ Is! v Mftsm' B odBttek * fflsd-tBYf cOytzy s daPm * ) dahf
it BLEAYHO' Is* v LOHOYO " Hoadh jdzdzw HtsMls Hem]' Ligdaofids' O dists

sk S lsktesy Mmdmisj kg, O MOEKO LOHOUO LOBjL Y jUj dece”
GEBsctORd L Odj y dtsmis' §OwOkjlste' 8 MdMmlsjdd o' H €' dz' §
sflsdBOd dzd R MlstkClkte Mdmisj &g, dzO0 tmdse ' Mlse ste] dzdn

sdz¢ yseo '  MdZcdeiOste 3Oy " 2 dzd toj L jtco zo Odadav , Hsfistse
gl st 3@ ‘teDdptEzY 5 YO Mmd flsj RO.

OPTIMIZATION OF STRU CTURES OF INFORMATIO N AND MANAGEMENT
SYSTEMS

Ali Al -Ammouri 1, DyachenkoP.?
INational Transport University, Kyiv, Ukraine
2Cherkasy Stat&echnological University, Cherkasy, Ukraine

Abstract. The development of information and control systems of avionics leads to a constant increase
in requirements for the functionality and reliability of such systems. In particular, the requiremeimésr for t
operating parameters, such as the reliability of the information received, the timeliness of detection of a
dangerous situation, etc. are growing. Improving and optimizing a number of parameters of information and
control systems of avionics, todayais urgent scientific and practical task. To this end, a method of selecting
and optimizing reliable structures of information and control systems is proposed. The problem of increasing
the reliability of event recognition by the informatiogserved struare of the system is considered, as well
as the problem of ensuring information redundancy. Nomograms of dependence of system parameters on
number of sensors are constructed, and the algorithm of a choice of optimum structures of system, on the
basis of he created nomograms is formulated.

Keywords: information redundancy, reliability of event recognition, information and management
system.
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POLITICAL AND INFORMATION SECURITY: ANALYSIS OF CHALL ENGES

Grygor O., Boiko A.
Cherkasy State Technological UniversiBherkasyUkraine

Abstract. Thepurposeof thereportis to identify andneutralizedestabilizingactorsaffectingpolitical
and information security at nationaland internationallevels using methodsof systemanalysis,scenario
modeling,SWOT analysis threatmodeling,statisticalanalysisandopensourceanalysis Political security
issuesinclude externalthreats,such as military aggressionterrorism,propagandaand Internd threats,
namely, extremism, corruption, political instability. The following information security issues are
consideredcybercrime(cyberattacksdatatheft, cyber blackmail) and disinformation(propagandafake
news, manipulationof public opinion). The consequencesf neglectingpolitical andinformation security
areidentified: destabilizatiorof society,humanrights violations,economiclossesMeasurego neutralize
threatsare proposedstrengtheninglefensecapability,raising public awarenessnternationakcooperation.
Solving problemsin this arearequiresa comprehensivapproachandjoint efforts of the governmentgivil
society,andtheinternationakcommunity.

Keywords: political security, information securitgecurity educationdisinformation corruption
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SCIENTIFIC AND PRACTICAL RESEARCH OF PROTECTION SYSTEMS ON THE
BASIS OF COGNITIVE MODELLING IN PREDICTING THE BEHAVIOUR OF
BURGLARS

Hupalenko V.
Cherkasy State Technological University, Cherkasy, Ukraine

Abstract: The methods and formulas of cognitive modelling in the field of cybersecurity in the world
and Ukraine are considered in the thesis. Attention is drawn to the scientific understanding of the terms
"cognitive modelling”, "cyberspace and cybersecurity" bthidomestic and foreign researchers. The main
threats and practical solutions to the challenges we face in working with corporate and government networks
in the field of cyber defence of Ukraine are considered. The focus is on scientific terms, oppsraunait
ways to protect the latest technologies, taking into account various risks and opportunities to circumvent
protection in cyberspace of network systems. Taking into account the dynamic events and challenges
associated with the Russian Federatiottach, it is necessary to look for new methods of protection in
cyberspace and "Digital Systems of Ukraine" to ensure stable operation of the systems of state bodies and
companies of Ukraine to the events of the new reality. The article analyses thateraiational regulations
that have been adopted since 2014 and regulate the cybersecurity sector in our country.

Keywords: cyberspace, cybersecurity, cognitive modeling, cyberthreats
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SECURITY OF A THREE -PASS PROTOCOL BASED ON PERMUTATIONS

Lavdanskyi A., Faure E.
Cherkasy State Technological University, Cherkasy, Ukraine

Abstract. In today's world, where information is becoming an increasingly valuable resource, data
protection becomes an extremely important task. One of the ways to protect inforisatie use of
cryptographic protocols. One such protocol is a tpass protocol based on permutations that allows data
to be transferred between parties without exchanging keys before communication begins. In the work, a
security study of the thrgeas protocol based on permutations was performed and compared with other
cryptographic protocols. The necessary requirements for ensuring proper security when using the protocol
are defined. It is established that to achieve the equivalent key length obit®2 other encryption
protocols, the length of the key permutation should be minid@4delements, and for a key length of 2048
bitsi minimum3879elements.

Keywords: permutation, key, threpass protocol based on permutations, information protection
bruteforce attack.
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ANALYSIS OF DIGITAL TAGGING METHOD IN DLP SYSTEMS

Naumov O.
Cherkasy State Technological UniversiBherkasy, Ukraine

Abstract. The study is devoted to the analysis of the digital tagging method in Data Loss Prevention
(DLP) systems. The main aim of the research is to examine the effectiveness and potential applications of
this method in the context of protecting confidential infation. The object of the study is the digital tagging
method itself, while its application in DLP systems is the subject of investigation. The research utilized both
theoretical and practical methods of analysis. Scientific publications, studies, efithpexperience in this
field were analyzed to determine the advantages and limitations of the digital tagging method in DLP
systems. The findings of the study revealed that the digital tagging method proves to be an effective tool for
detecting, monitang, and controlling data flows within organizations. However, certain limitations were
identified, such as implementation complexity and the possibility of bypassing protection measures. Based
on the obtained results, recommendations are provided foptimeal use of this method to ensure maximum
data security in DLP systems.

Keywords: DLP, digital tags, data security, confidentiality.
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PRIMITIVE ELEMENTS OF THE FINITE FIELD OF SQUARE MATRICES OF
ORDER 2 FOR CRYPTOGRAPHIC APPLICATIONS

Shcherba A., Faure E., Khaliavka V.
CherkasyState Technological Universit€herkasy, Ukraine

Abstract. The purpose of this paper is to develop and apply an approach to determining primitive
elements of the finite field of square matrices of order 2. The object of research is the processasfimggene
finite fields of square matrices and their application in cryptography, in particular asymmetric. The subject
of research is finite fields of square matrices of order 2 and their primitive elements. The paper gives an
answer to the question abouetmethod for finding primitive elements of the matrix field, as well as their
number.

Key words. matrix, cryptography, Galois field, finite field, primitive element.
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INFORMATION SECURITY AND DEPENDABILITY O F THE COMMUNICATION
CLUSTER IN THE INDUS TRIAL INTERNET OF TH INGS

Yarmilko A., Rozlomiil., NaumenkoS.
BohdanKhmelnytsky National University of Cherkasy, Cherkasy, Ukraine

Abstract. The issue of ensuring security and confidentiality of information exchange in
communication clusters of 1 10T systems wasas nves:t
encryption, signatures, and authentication may be insufficient for effectively protecting against external
intrusions and malicious access to data circulating within such a system. A new approach to creating resilient
communication clusters is proposédsed on a combination of information exchange security and redundant
hashing to localize external intrusions in industrial 10T. The various hashing techniques, their impact on
system performance and security was explored, and an optimal algorithmeeeatitte highest level of
protection was proposed. Also, the potential security threats in communication clusters and provides
practical recommendations for ensuring stability and security of information exchange was examined. The
advantages of the propakapproach and offer essential recommendations for its implementation was
highlight. The research findings can be utilized to enhance security across a wide range of applications where
security and reliability are critical aspects, including cloud systems)ile applications, and other
contemporary data exchange technologies.

Keywords: information security, communication cluster, industrial internet of things, dependability,
redundant information hashing.
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OPTIMISING WASTEWATER TREATMENT THROUGH LABORATORY -GUIDED
PROCESS AUTOMATION

Dzihora Y. Tazetdinov V.
Cherkasy State Technological University, Cherkasy, Ukraine

Abstract. Wastewater treatment is a critical process that safeguards the environment, prevents
pollution, and protects public health. The success of such a process is highly dependent on multiple factors,
including wastewater characteristics, treatment processrdesig construction, operation parameters,
maintenance practices, etc. Treated wastewater (effluent) quality shall have properties that satisfy the
requirements for safe disposal according to the regulatory authorities.

One of the options for efficient weewater treatment could be a combination of biological treatment
and membrane, which combines an innovative approach and high treatment performance. However, such a
system requires strict control to deliver the best result. To optimise the processimaoad of data should
be collected using a Programmable Logic Controller (PLC), Supervisory Control and Data Acquisition
(SCADA), and laboratory analyses.

Keywords: Wastewater treatment, biological treatment, membrane separation, wastewater process
automation, PLC, SCADA

Introduction. Depending on its origin and composition, wastewater requires multiple
treatment steps to meet very specific discharge requirements. At the same time, while meeting
regulatory requirements is an obligation, it is importantaim for higher standards or future
requirements (considering the EU zgrallution action plan) (Council of the EU, 2024; Pinasseau
et al., 2010).

In the modern wastewater industry, biological treatment and membrane separation are the
core processes, that are commonly used to upgrade or replace the existing conventional treatment
systems. At the same time, while the combination of both technologiets e requirements of
efficient wastewater treatment, it also introduces significant challenges. The primary concern is
membrane fouling, which can be caused by biological matter, particles, and inorganic salts, leading
to a decrease in treatment effiocy or even a short membrane lifespan. These issues are closely
related to an increase in operational costs, making the technology less viable despite its benefits.

The automation of the treatment process can be complicated since it requires accuighte con
over numerous variables and, therefore, requires more advanced control algorithms to ensure
optimal operation. Additionally, data processing and analysis, facilitated by computer tools, allows
us to understand process dependencies and identify nemtiopal trends while reducing potential
operational risk at larger scales.

The purpose of work. This publication aims to provide an automation solution for the
wastewater treatment pilot plant, which combines biological oxidation and membrane solids
sepration steps. The treatment process was optimized by identifying key operational parameters
and laboratory test. Plant automation is an essential step to reduce the required labour and achieve
optimal conditions for efficient performangH.

Treatment techniques and operation logic.The pilot plant treatment process consists of 3
main steps (Fig.1): biological treatment, membrane separation, and effluent (permed&[&nk)

A mix of black and grey wastewater (already filtered from big coarseclesrtand debris) first

enters the biological step, where it is treated from organic pollutants by being suspended on the
HDPE carrieroés biofilm in 2 subsequent aerat
overflow is transferred into the membrariereactor equipped with flegheet SIC MF membranes.

Water is drawn from the MBR tank into the permeated tank through the membrane with an active
surface of 0.15 A(average flow ~3.0 #t). The volume of each reactor was 03 m
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Fig. 1. Wastewatetreatment installatiofB]

The pilot plant was operated in filtration cycles, which included filtration, relaxation, and
backwashing. To optimise system performance, multiple sensors have been installed and used
during the pilot operation.

Monitoring and process parameters. All the main operational parameters were identified
during the initial piloting stage, which included system adaption, process condition optimisation
and laboratory tests. Based on all the obtained information, a newmyiegpautomation system has
been suggested, which includes dissolved oxygen (DO) control, pH regulation, filtration/fouling
control, cycle management, sludge recycling/wastage, and chsgmical clgagim).
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Fig. 2. Combined biomembrane wastewateatment pilot process and instrument diagram:
HV- hand valve, MM motorized valve, CV control valve, QT (DO) DO probe, QT (pH +
temperature) combined probe, FT Flow transmitter, PT Pressure transmitter; PDTpressure
difference transmitter, L1 level transmitter, LS (HH) high-high level switch, LS (LL) low-
low level stitch, BX01041 operation tank/reactor, BXe®71 chemical tank, PW pump, BMi
blower, SA sampling point

The main focus of automatic control is to optimise the wastewatment process while
prolonging membrane lifetime through irreversible fouling redudddn5].
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Hydraulic retention time control. An increase in flow influences hydraulic retention time
in the reactors, hence reducing the treatment efficiencydésieed HRT was maintained by feed
pump PUO1 and permeate pump PUO3.

Sludge retention time control. Biomass age and concentration have been controlled by
operating sludge recycling (RAS)/wastage (WAS) pump PUO2. The pump is running intermittently
accordng to the preset frequency. The RAS/WAS ratio can be adjusted according to the
complementary laboratory test results (MLSS and SVI).

Aeration control. The actuator automatically adjusts the airflow based on the DO level
(setpoint 23 mg/L for efficient bbomass degradation) in the MBBRs BX01 and BX02 measured by
DO probes QTOD2. Control valves on the aeration tanks and pressure in the distribution pipe
change the airflow. The flow rate into each reactor is measured by air flowmeter8 ETAkflow
to the membrane tank is adjusted manually according to the desired scoring intensity based on the
fouling rate.

Permeate /backwash flow controlPermeate flow/flux is to be regulated by the peristaltic
pump PUO3 controlled by the PID controller. The contradidjusts the motor frequency of the
pump PUO3 to obtain the desired flow rate. Typically, operations consist of filtration cycles, which
in order include filtration, relaxation |, backwash and relaxation II:

fSequence -filtration: peristaltic pump PUO3 &tt the suction phase by creating negative
pressure and forcing the wastewater from MBR tank BX03 through the membrane surface into the
permeate tank BX04. During this process, all solid contaminants bigger than membrane pore size
are retained on the menalre surface in the form of a thin sludge layer. The pump switches to the
next sequence when the filtration sequence countdown is finished.

fSequence 2 relaxation: During this sequence, the pump stops its rotation, allowing the
pressure to stabilize andduce the wear of the pump.

Sequence Bbackwashing: After relaxation, the backwash is initiated by reversing the pump
direction. The permeate water is then drawn from the clean side of the membrane, running in the
opposite direction to the filtration geence, pushing contaminants out of the membrane pores into
MBR BXO03.

Sequence # relaxation: Similarly to sequence 2, the pump is stopped to prevent mechanical
stress.

The length of each filtration cycle and its sequences can be adjusted by the operator.
Sequences then change each other according to preset timers.

Backwash liquid quality control. Backwashing can be done by using tap water or permeate.
This is also can d controlled by the reading obtained from the turbidity probe installed in the
permeated tank PUO4.

Chemical cleaning.The automation system should alert the operator when the TMP value
reaches critical values. Chemical cleaning should be performed dt@nuader operator
supervision since inappropriate or insufficient chemical cleaning may lead to increased fouling.

Conclusions.Integrating pilotscale wastewater treatment installation with automation and
laboratory analysis provides numerous benddithancing the treatment performance and ensuring
the final effluent quality. The application of the SCADA system in the piloting process gives precise
control of the main process parameter, which can be furthetuine=l based on the laboratory test
resut. Combining both approaches would save energy on aeration, reduce chemical use, prolong
membrane lifetime, and therefore reduce operation costs [6].

Additionally, constant monitoring would facilitate faster response time to changes in
wastewater properties or operation condition variation, making the system more adaptable. At the
same time, the remote control allows users to take monitoring and cactimis to mitigate or
prevent critical events.
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| NFORMATI ON TECHNOLOGY 4RI TERI ASSEESSRNGDHE QUAL
CRITICAL INFRASTRUCTURE BY SAFETY INDEXES

Rudyk Y.%, Mykyichuk M .1, Menshikova O?
1Lviv State University of Life SafetyLviv, Ukraine
Nati onal Uni versity fkrainevska politect

Abstract. The aim of investigation is to analyze several calculation procedures of safety assessment
met hod. The objective of the study is to i mpl emen
to be extensively modified and freely extended withrteeessary parameters and variables, depending on
the needs. The object is a safety index assessment of critical infrastructure facility. The subject is the
modeling utilizing specific safety indices that exhibit linear dependencies. Conversely, indiceadenon
linear relationships necessitate processing through IT software. However, the model's adaptability and
versatility stemming from its classification calculation procedures allow for extensive modification and
augmentation with requisite paranmst@nd variables to address varying requirements. Each of the three
vector® hazard, risk, and protectidncan be adjusted to align with current research objectives and can be
expanded with additional operational parameters, if needed. The degree of rtiodifiequired directly
impacts the depth of the modeling study during the model balancing phase.

Keywords: safety assessmeffijtical infrastructure, qualimetric index, calculation procedure.

Introduction . Critical infrastructure safety can be definedhastate of the hazards risk and
their harmful consequences is at the acceptable level due to the fact that some of the known hazards
to the safety object are absent, and adequate protection used against the existing hazards. Therefore,
safety assurancealild be considered as activities aimed at eliminating hazards to life and creating
protection against otheQualimetric assessment is the assignment of numerical values to objects
or events, which is carried out according to certain defined rdles. [

Single quality indexes characterise one of the properties of products (goods) and are classified
into groups, one of which includes safety index2 84, 5].

The purpose of the work . An important and primary stage of this activity is assessment,
whichto be carried out by qualimetric methods is proposed.

Formulation of the problem. The efficiency criterion is an expression of rationality in
decisionmaking. Therefore, when evaluating efficiency, you need to know what values are being
optimized. Havingidentified them, it is necessary to establish how to measure the degree of
achievement of these values. The next task is to combine the degree of achievement of values with
specific practical activities. Finally, it is necessary to compare these restlitshei costs of
implementing the chosen option.

Solving the problem The term "efficiency"” is one of the most commonly used and is applied
in cases where a specific assessment is involved.
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The selection of system efficiency criteria is one of the mostitapt aspects of the systemic
approach, which is carried out in several stages [6]:

- determination of the relationship of the system in question with the metasystem (in this
case, metrological support with the manufacturing process);

- determination of theyrpose of the system;

- formulation of requirements that the selected criterion must meet;

- -development and analysis of the list of indicators that the selected criterion contains with
the determination of the possibility of their quantitative assessment.

In accordance with the principles of system analysis, the process of modelling a safety
management system initiates the conceptual modelling stage, which allows systematic identification
of the research problem and its formalized description in a conditioaaner, for example, in
logical and mathematical terms. In this case, the subject of conceptual modelling is a certain safety
system, and the main goal is to manage effectively this safety through the accepted criterion of
quality (efficiency) of the syem.

Individual independent variables have different effects on the state of safety. Hazards and risk
are destructive variables, as their impact is inversely proportional to the state of safety, while
protective capabilities as a stimulant have a dirguthyportional impact on the state of safety of the
subject f]. These dependencies are illustrated in Eig.
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Fig. 1. Graphical results of modelling the relations of ithie safety element

In the example above, the modelling was performed with selsafety indexes with linear
dependencies. Other indexes with fimear relationships can only be processed by IT software.

However, the considerable flexibility and versatility of the model concept as a result of its
classification calculation procedureancbe extensively modified and freely extended with the
necessary parameters and variables, depending on the needs. Each of the thredaeatdrsisk
and protection can be modified to suit the current research needs and, for example, extended with
new operational parameters. The more radical the changes that need to be made, thdaptire in
the modelling study requires in the model balancing stage.

Conclusion The procedure for obtaining an integral safety indicator of quality from the
constructon of safety function matrices is systematized. Hence, an unbiased and objective safety
assessment in the technical regulation system based on feedback in the quality infrastructure is
obtained. A method for assessing the safety of qualimetry objectslingitt user participation
based on geographic information tools is proposed. This ensures the effective functiadhimg of
GIS safety monitoring information system.
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IMPROVING THE IMPACT OF PAPERS BY INTEGRATING LOCAL DIGITAL
LIBRARIES WITH ORCID: THE ROLE OF ORCID CONSORTIUM

Shapovalov Y., Shapovalova M., Shapovalov V.
The State Scientific And Technical Libra®f Ukraine

Abstract. ORCID provides a unique identifier for researchers to connect their research outputs.
Integrating digital repositories with ORCID offers benefits like enhanced visibility, facilitated collaboration,
and accelerated scientifdiscovery. This integration can be achieved through 4bandly services or in
house solutions. While a complex process, the advantages are significant. The ORCID consortium and
resources support organizations undertaking integration, leveraging staedamdiztices to build a robust
research ecosystem.

Keywords: ORCID, Digital Repository, Integration, Affiliation Manager, ORCID consortium.

Introduction. The visibility of the scientific papers is vital to ensure impact of scientific
studies. Quantitatevindicators are crucial in assessing research impact in the academiglvorld
It was proven that deposit of the paper on AcademigdZdand Reseachgaf8] improves those
such indicators as citations and papered vVvi e
by institutions.A digital repository enables staff and other subscribers to easily access scholarly
and research material generated by members of your instifdticddommonly, digital repositories
are using name and surname to identify scientists, but it could lead to problems with author
identification (that is even more crucial for countries where both, Cyrillic and Latin alphabet are
used) that in turn could led to decreasing of quantitative indicators

ORCID makes research more discoveraldg improves impacfl] and should solve
problems with author identification. However, previously, ORCID implementing of approaches
that aitomates integration of ORCID using in digital repositories was not proposed. While both
digital repositories, and ORCID offer valuable tools for researchers, the integration of local digital
repositories with the ORCID system is an area that requiresratph and attentionThis paper
aims to develop and implement the approach that uses affiliation manager of ORCID to improve
visibility of paper located on digital repositories and decrease problems with authors identification.
To reach this aim, we pposed and tested such approach in Ukraine. The developed approach will
be useful not only for Ukraine, but worldwide as this problem is relevant worldwide.

Improving the impact of papers by integration of local digital libraries with ORCID.

The ORCID consortium plays a significant role in accelerating ORCID adoption within research
communities. Consortium lead organizations provide administrative support, manage member
onboarding, develop resources, and maintain documentation. Participagagzations gain
access to exclusive benefits like the Affiliation Manager tool, which simplifies affiliation data
managemen6].

Joining an existing consortium is often the easiest option, but ORCID assists in forming new
consortia where needeConsortium members collaborate to achieve common goals in research
infrastructure and scholarly communications. The Affiliation Manager allows easy population of
user records with affiliation data via CSV file uploads, streamlining the integratiorspr@eerall,
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consortium participation fosters ORCID adoption, efficient data exchange, and enhanced visibility
of scholarly activitiesModel of using Affiliation Manageto provide integration with ORCID is
shown in Figl.

Block 1. Obtaining access

STEP 1. STEP 2. STEP 3.
Sending official letter by e- Obtaining and signing the Resending the agreement to

STEP 4.
Receiving access to Member

mail to National head agreement ORCID office Portal for administrator
organization of ORCID on

connection

Block 2. Uploading data .

STEP 8. STEP 7. STEP 6. STEP 5.
Automatic sending letters to Verifying the data in the Uploading cvs file to Preparing cvs with data on
employees with proposition  * Member Portal interface  * Member Portal * employees

to accept affiliation

Fig. 1. Model of using Affiliation Manager

A national ORCID consortium is a group of organizations utilizing ORCID services and
resources in a regional/national context, following global implementation standards. Consortium
members receive benefits like Premiumember status, APl keys, and access to ORCID's
Affiliation Manager tool. Forming a consortium facilitates automated data exchange, improves
metadata quality, ensures efficient data collection and reporting, enhances a country's research
visibility, and pronotes widely accepted research data management practices.

Each consortium has a leading organization responsible for administrative support,
consultation for new members, employing dedicated staff, developing resources and
documentation, engaging with the ORCID community, and policy development. Overall, @nsorti
enable collaborative efforts, standardized practices, and improved research data management,
contributing to a robust research ecosystategrating digital repositories with ORCID in Ukraine
faces technical challenges due to the complexity of the ragsievolved, as well as resource
constraints in terms of time and finances required. There are also cultural challenges in getting
researchers to adopt new working methods.

Conclusion Integrating local digital libraries with ORCID through participation time
ORCID consortium offers advantages like exclusive tool access (e.g. Affiliation Manager) and
streamlined adoption within research communities. Joining an existing consortium is
recommended, but ORCID assists in forming new consortia where needed.

National ORCID consortia, composed of organizations utilizing ORCID services
regionally/nationally, facilitate automated data exchange, improve metadata quality, ensure
efficient data management, enhance national research visibility, and promote béstspraech
consortium has a lead organization providing administrative support, resource development, and
policy governance.

While integrating digital repositories with ORCID has challenges, the benefits are significant
- improved visibility, collaboration scientific discovery acceleration. Leveraging consortium
support and available resources enables overcoming complexities and contributing to a robust
research ecosystem aligned with global standards. The State Scibetificical Library of
Ukraine actvely works as the national Consortium Leader towards this integration.
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DEVELOPMENT OF MOMENT QUALITY CRITERION AND POLYNOMIAL
METHODS FOR SIGNALS DETECTION AND DISTINCTION IN NON-GAUSSIAN
NOISE

Smirnov D., Zorin O., PalahinaE., Palahin V.
Cherkasy State Technological University, Cherkasy, Ukraine

Abstract. The authors of thipaperdeal with the synthesis of the new models and methods for signals
detection andlistinctionin nonGaussian noise. The new moment quality criterion for statistical hypothesis
testing is proposed on the basis of the moment o
polynomial decision rules. It is shown that the nonlinear processisgroples (taking into account the
parameters of neaussian distribution of random variables such as the moments of the third and higher
orders) can increase the signal processing efficiency. The generalized structure of polynomial decision rules
for multiple statistical hypothesis testing is suggested. Synthesis of the effective methods and algorithms of
processing the data in n@aussian noise are also considered inghfger

Keywords: signal detection, moment quality criterion, higher order statjstimsGaussian noise

Introduction. The advanced diagnostics, observation, monitoring and control systems are
characterized by the high requirements of data quality processing, increased complexity and
functionality. Based on the above mentioned factors, it is necessary to develop efigotive s
detection andlistinctionsystems. In general, these systems have to deal with stochastic processes.
Traditionally, the design of such systems is based on the classical methods of statistical hypothesis
testing theory. As a rule, these methods ddage constraints on the use of any type of probability
density function (PDF) of stochastic processes [1]. Gaussian PDF of stochastic processes is widely
applied, but in many cases it does not describe the real processes with the desired accuracy and
turns out to be a convenient mathematical idealization of real stochastic prgcdswe[classical
methods of statistical hypothesis testing theory are characterized by significant limitation of non
Gaussian signal processing and are associated with thelestijmpof the algorithmic
implementation and increasing of computational resol2¢c&s|

Another approach to describe the statistical properties efaaussian processes is presented.

One of the approaches is to use higheter statistics (HOS). The i@l description of random
processes is used as moment and cumulant (semivariants) functions. Such functions allow us to
describe the statistical properties of the4@aussian processes with a reasonable acc{@hcy

The purpose of the work The main objective of the paper is the synthesis and analysis of
the methods and algorithms of signal detectiondistinctionin nonGaussian noise on the basis
of momentand cumulant description of random variables, polynomial decision rules which are
optimal by the moment quality criterion statistical hypothesis testing

Formulation of the problem. New approach enables us to improve the accuracy of non
Gaussian signals processing as compared with the traditional methods, as well as to reduce the
complety of signals detection ardistinctionalgorithms, to perform signal processing in addiive
multiplicative and correlated ne@aussian noise&such approach gives us the possibility to create
the effective computer toolkit for the functioning of data naog and processing systems

Solving the problem.Let the random signals 6 ,"Q phj be observed in the time interval

Y. We need to define the signal processing algorithms and their characteristics of the input
stochastic process 0 onthebasi® f deci si on ma kiion(@plementafio efs 0 s i
the hypothesi®) or a @ANoO signal (1 ni@)lingha enput stkothasticn o f
process 0,where, 0 i 0 ho0,h o i nonGaussian stochastic process that describes

the sequence of moments and cumulants.

Let us use the momentimulant description of 0 which is represented as a finite sequence
of the momentsa | h HMBh hmh..iF h & , where| h & 1 initial
moments that describe the signals characteristias,/ F K i i the cumulant coefficients
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that describe the characteristics of f®ausian stationary noise 0 with zero mean and..
variance.

According to the classical approach, the optimal Bayesian algorithm of signal detection is
determined as the minimum average risk. The minimal sufficient statistic for simple hypothesis
testing is defined as the likelihood ratio and can be found ®etn 0 £50 70 £50 .

The solution of such problems is mainly done in the assumption of the Gaussian PDF of the
random variables. In other cases, it is difficult to define the PDF and to find the solutions in the
form likelihood ratio That is why it is possible ige another approach when the likelihood ratio is
represented as power polynomial functi@ énd the unknown coefficients are from another
momen quality criterion of statistical hypothesis testing

Consider the problem of distinguishing signals using\wa approach assuming a simple loss
matrix and the appearance of equally likely hypotheses. Then likelihood ratio of statistical
hypothesis testind and™O for independent random sampleswill be represented as a power
stochastic polynomial

s n ) Hg . - .
LX) =8 & Ko +K 20 i T ph @ i, (1)

i=1 v=1 H,
where the unknown optimal coefficieri®  are defined from the minimum of moment quality
criterion of statistical hypothesis testing

O 6'OHO , (2)

where o o ATD® h "0
I AMT QAOEREAA AIEQDT OGAO®BHOIMNd Q@ is chosen as average
value of O ,0

Then the general structure the DR for choosing the hypothesél§ andH, is proposed.

The polynomial methods and algorithms of sigrdiltinction in nonGaussian noise are
synthesized on the basis of the moment quality criterion for multiple statistical hypothesis testing
(2).

On the basis of the new methods the computer tools are created and they include the programs
for any type of signals processing.

Conclusion Methods for signal detection and distinction in f®aussian noise are
presented. The foundation of these methadshe momentumulant description of random
variables, the development of a moment quality criterion for statistical hypothesis testing, and
power polynomial decision rules. By taking into account the moments and cumulants of the third
order and higher, th approach enables the description of the characteristics eGaossian
stochastic processes more adequately. The accurate description of such processe$ireaad non
polynomial processing of sample values allow for an increase in the efficiencyaf degection
and distinction compared to the wihown results for Gaussian stochastic processes
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APPLICATION OF INFORMATION AND COMMUNICATION TECHNOLOGIES IN
ENVIRONMENTAL SCIENTIFIC RESEARCH (ON THE EXAMPLE OF SULFUR
DIOXIDE EMISSIONS RESEARCH INTO THE ATMOSPHERIC AIR OF UKRAINE)

Yelistratova L., Apostolov A., Khodorovskyi A., Ty mc hy s hyn [ .
State Institution "Scientific Centre for Aerospace Research of the Earth of the Institute of
Geological Sciences of the National Academy of Sciences of Ukraine"

Abstract. Theresearch developed a geoinformation satellite monitoring technology for quantitative
assessment of atmospheric air pollution over the territory of Ukraine. The technology is universal and allows
for prompt monitoring of all greenhouse gases. This artkldevoted to the complex geoinformation
monitoring of sulfur dioxide. The research used data on the concentration of sulfur dioxide for 5 years: from
2019 to 2023 from the SentinBP satellite product OFFL SO2 processing level L3. The Google Earth
Engine(GEE) geospatial processing service was used to calculate and obtain remote sensing data. With the
help of the ArcGIS geoinformation program, maps of SO2 distribution on the territory of Ukraine and
adjacent territories were constructed. Regional are&isanitmalous SO2 content values and transboundary
SO2 transports were identified. Using the comparison of satellite and ground measurements, a comparison
graph was made between these observations, and 4 aggregates were selected. The integrateditese of satell
and ground data allows for a significant increase in the informativeness of the proposed technology.

Keywords: geoinformation satellite monitoring technology, sulfur dioxide, ground measurements,
Ukraine

Introduction. Nowadays, humanity is developing at a tremendous pace in various fields, be
it science or technology, but at the same time it forgets about ecology. Every year, people, increasing
their industrial potential, pay less and less attention to the state erfitlienment. This cannot be
done, because man is a part of the planet, just like other organisms. Environmental problems are the
degradation of the environment and most often they are caused by human activity. On the one side,
humans create comfort fordimselves, and otherghey destroy nature. Therefore, it makes sense
to pay sufficient attention to information technologies in solving environmental problems. In this
regard, information support for solving tasks in the field of environmental problesmsrésnely
necessary. The basics of geoinformation technologies and their use in the field of ecology and
environmental protection are given in numerous works by foreign and domestic reseatelf#drs [1

Setting the problem.Environmental problems firstf @all require continuous monitoring and
require immediate and adequate actions, the effectiveness of which is based on the processing and
provision of information. Geoinformation monitoring, which is based on the implementation of
monitoring technologieshtough geoinformation technologies and systems, as well as problem
oriented information systems, copes well with this task.

The purpose of this workis to develop the scientific foundations of geoinformation space
monitoring technology for the quantitaévassessment of atmospheric air pollution over the territory
of Ukraine, on the example of sulfur dioxide.

Materials and methods.In the research, the geospatial processing service Google Earth
Engine (GEE) was used for processing satellite data. Data také& years: from 2019 to 2023
from the SentinebP satellite, product SentinBP OFFL SO2 processing level L3, units of
measurement (mol/m2). For the quantitative calculation of sulfur dioxide concentration, the channel
ASO2 _ col umn _ nu mbselected which showsdhe demsity of sulfur dioxide in a
vertical column at ground level. For the direct quantitative assessment of the concentration of sulfur
dioxide in the atmosphere of Ukraine by year, a program code was written in the GEE environment.

Main part. The developed technology of gedormational satellite monitoring for the
guantitative assessment of atmospheric air pollution over the territory of Ukraine is based on the
results of remote sensing (RS) data and gréhaskd data on changesthe average level of
atmospheric air pollution. It consists of the following scientific bases (blocks): the data archive;
data processing; implementation into production practice. These blocks are shown in Figure 1.
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Fig. 1.Block diagram ofjeoinformation satellite monitoring technology for quantitative
assessment of atmospheric air pollution
Based on the figure shown in Fig. 1 of the general structure of the technology in Fig. 2 shows
an example of practical use for assessing the regusaoitithe distribution of sulfur dioxide in the
atmosphere of Ukraine, namely calculations of the average concentration of SO2 for the period
from 2019 to 2021, with the selection of regional areas of abnormal values of SO2 content, and

transboundary transf is shown.
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Fig. 2. Calculatlon of average SO2 concentration for the period from 2019 to 2021
Conclusion. The use of GIS programs is necessary for carrying out environmental studies
taking into account the remote data and ground surveys at all stageskafinformation search,
processing, and analysis. Without the use of appropriate GIS programs, conducting such studies is
impossible. The analysis of the obtained results, which are difficult to interpret, is necessary and
expedient to complement thevolvement of data presented in a qualitative form.
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MULTIC HANNEL DIGITAL MODEM WITH NOISY GAUSSIAN SIGNALS
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Cherkasy State Technological UniversiBherkasy Ukraine

Abstract. The paper analyzes the potentitl error rateof a multichannel autocorrelation digital
modem with noissignals of the white Gaussian type. Telecommunication systems with such signals belong
to the broadband class and have increased protection against detection aakcadioic countermeasures
due to the uniform spread of the spectrum over the allodedgdency band. The muithannel signal
system is built on the basis of the binary structure of a demodulator with a noise carrier CDSK (Correlation
delay shift keying)The analysis of thbit error rate®f the signal system is performed using the e tbf
functional transformation of random components in the demodulator using the characteristic functions
apparatus. The conducted analysis of the interference immunity of the digital method efhauurtél
modem processing makes it possible to condubearetical assessment of the potential immunity of the
system, which is necessary for the comparative analysis of systems with broadband signals with simple
hardware implementation on elements of integrated technology.

Keywords: ¢ br oadband signal ofy digitab modemb iandomeprocesses, r at
characteristic function.
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